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Introduction

X-Forwardedror for TMGis a web filter applicatio that integrates with both Standard and
Enterprise Editions of MG 2010systemdo:-

1 Track theoriginal IP address of mebclient connecting to a web server through a

forwardor reverseproxy server

Track the original IP of SSL Tunnels through a forsvaroxy chain.

Store the original client IBnd intermediate proxy liRformation inthe X-

ForwardedFor field of aHTTP request header.

1 Maintain X-ForwardedFor header information through multigbeoxy chaingno
hard coded limit)

1 Removethe X-Forwardedror header information on the last forward proxy in the

chain to prevent intern@rivatelP information being sent to the Intern€his

behaviour can be configured.

Remove inbound »orwardedFor header information from a proxy request.

Log the origin&client IP as th&€lientIP addressn ISA Server

Support both HTTP and HTTPS traffic for reverse proxy deploymefitsPS

functionality is reliant on a SStertificatebeinginstalled on the ISA Server and

bound to a web listenérX-ForwardedFor for TMG cannot be used with Server

Publishing

1 Integrate with other3party products that support theForwardedFor defacto
standard.

f
f

E ]

Considerations

Server System Requirements
The minimum system requirements ¥iForwardedrFor for TMG are
1 X64 systems wih Windows Serve2008 R2
1 Microsoft Forefront Threat Management Gateway
0 2010Standard Edition
0 2010Enterprise Edition

Languag®equirements

Server

X-ForwardedFor for TMGis compatible with multiingual versions of Windows Server
2008 andTMG, however ionly available in EnglishProduct support and documentation is
only available in English.
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Licensing

X-Forwardedror for TMGis licensed on a peserverbasis.A licence file must bénstalled
onto eaclTMG Server (Standard Edition) @rray (Enterpriséedition) otherwise the
application will function in trial mode.

To install the WinfrasofK-ForwardedFor for TMGlicence filesimply run thesupplied
licencescriptfile on theTMG Serverwhich requireslicence When usingTMG Enterprise
Edition, the licencescriptfile needonly be run on on&@ MG Server within the arrgy
however no issues will arise if tieence file 6 run on more thaone server.

4 | Note

For detailed information on the licence types please refer to the licence
agreement document embéded within the installation package.

Running a trial

WhenX-ForwardedFor for TMGis first installed it will operate in demo/labmode. The
demo/labmode is fully functional for 14 days, after which the filter will cease to operate.
Once it has expiredMG will continue to function as thougk-Forwardedror for TMG

was not installed.

If the Microsoft ForefronfTMG Firewall service is restarted after 14 dalenX-
ForwardedFor for TMGwill continue to functioragainfor a further 2 hoursA TMG Alert
anda WindowsEvent Log entry will be created to indicate this.

B Forefront TMG o [=] B3|
Fle Acton View Help
s A Ea N 7 B RE N
|53 Microsoft Forefront Threat Manageme: B o
. Microsoft %
5 g rorefiont mie umowerme | 7 Eorafront Monitoring Forefront TMG (WIN-DIPCZIHU4CS)
EH] Dashboard * Threat Management Gateway 2010 Standard
2] Monitoring
Firewall Policy
/ alerts (Sessions Y Connectivity Verifiers YServices Y Configuration
Web Access Policy \( Y a2 \
& E-Mail Policy Alert | Latest = | status Categor Server
& Intrusion Prevention System (i) service Shutdown 1/14/2010 :56:47 AM New Firewall Service WIN-DIPC7IHUACS
. Remote Access Policy (VPN)
- Networking (i) Network Inspection System Sign... 1/14/2010 8:57:44AM  New Firewall Service WIN-DIPC7IHUACS
[ system (i) Malware Inspection Definitions L... 1/14/20108:58:31AM  New Other WIN-DIPCFIHU4CS
{] Logs &Reports
' Update Center (i) Service Started 1/14/2010 8:55:45 AM  New Firewall Service WIN-DIPC7IHU4CS
¥ Troubleshooting B (i) xForwarded-For-Information 1/14/2010 9:00: 10 AM  Hew Firewall Service WIN-DIPC7IHU4CS
X-Forwarded-For-Information 1/14/2010 9:00:10 AM  New rew = WIN-DIPC7IHUACS
Alert Information |
Description: The filter is running in demo/lab mode. It will run for 2 hours from the firewal start time. |
B Event Properties - Event 1, X_Forwarded_For Filter ll
{Gerrar| et |
B —  E
|D The filter is running in demo/lab mode. Tt will run for 2 hours from the firewall start time.
one
-
#]
Log Name: Application s
Source: X_Forwarded_For Filter Logged: 1/18/2010 7:45:04 AM
EventID: 1 Task Category: None
Level: Information Keywords: Classic
User: N/A Computer: WIN-DJPCTIHU4CO
OpCode:
More Information:  Event Log Online Help

Copy Close
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Desigrand Deployment Scenarios

Winfrasoft X-ForwardedFor for TMG has been designed to fulfil the following security and
loggingscenarios. The product will function in many other scesagoo however Winfrasoft
is unable to test every combination, especially witiparty products whichlsosupport %
ForwardedFor. It is recommended that all deploymeoénariosretested in a lab prior to a
live deployment.

@ | Note

The functionality é XForwardedFor for TMGs fixed and cannot be modified
or customised other than being enabled or disabled through tReMG
Management ConsoleThereis no user interface forx-ForwardedFor for
TMG

Forward Proxy Web Chiggtenario #1

This scenarialescribes the functionality of -ForwardedFor for TMGin aforward proxy
environment with one upstream and one downstream proxfyguredin aweb proxy chain.
Behaviour of Wb clients connecting to both the upstream and downsipeaxy serverss
detailed.

Upstream Web Proxy
Client

Downstream Web Proxy  pownstream Proxy Server Upstream Proxy Server
Client X-Forwarded-For for TMG X-Forwarded-For for TMG

Downstream Proxy Se Add axForwardeHoobfield containing the origaiant IP address to the HTTF
header of a request when chaining to an Upstream Proxy server.

Header syntax where xxx.xxx.xxx.xxX is the mtrigireddress:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

Upstream Proxy Serve Wh e n-FoawardleBobfield exists within a received HTTP request, loglthe

O ¥orwardeH o r o  clientP addressom the-RorwardeBor field intoeh 60 C1 i e nt TMGP ¢
exists in header of HT Server log
Request

Append the Downstrdn@ r oxy server ds | P addr
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Upstream Proxy Serve

0 KorwardeH o r O
does not exist in head
of HTTP Request

field of th&MGBerver log, preserving any existing filter data.

TMGer ver | og 0 Fintakwhere ywynylyyoyy ng is theodow
proxy server IP address:

X- Forwarded - For Proxy=yyy.yyy.yyy.yyy

By defaultermo v e -FdrwareleHanfeld from the HTTP request before ser
the request to the Internet. This prevents disclosimpgivatertialinformation to
the Internet.

Log the details of the HTTP request as péM@&enatr logs. No further actiol
required.
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Forward Proxy Web @dtEbcenario #2

This scenarialescribes the functionality &f-ForwardedFor for TMGin an environment
with 3 proxy servers configured inveeb proxy chain.

Web_Proxy Proxy Server 1 Proxy Server 2 Proxy Server 3
Client X-Forwarded-For for TMG X-Forwarded-For for TMG X-Forwarded-For for TMG

Proxy Sender A d d -FarwaddEHobfield containing the oribalientiP address to the HTTP
header of a request when chafngxpervel.

Header syntax where xxx.xxx.xxx.xxx is the original client IP address:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

Proxy Server 2 Wh e n-Faawardelobfield exists within a recetVETOP request, log the origil
client IP address from the fifetardeBE or entry i nto tF
TMGserver log. Note: At this stage there is oflgrarmedeBor field entry.

Append th® addressBfoxgervedi nt ditltherdo | nf o TM&a t
Server log, preserving any existing filter data.

TMGerver | og OFilter | nfor m#taddessd
ProxyGervel.:

X- Forwarded - For Proxy=yyy.yyy.yyy.yyy

AppenthelP addresof Proxy Server 1 to tRerwardeH o field which already
contains the origichent IP address the HTTP header of a request when ch
to Proxy Server 3.

Header syntax where xxx.xxx.xxx.xxx is the original client IP addregywnd
the IP address of Proxy Server 1:

X- Forwarded - FOr: XXX.XXX.XXX.XXX, YYY.YYY.YYY.yyy

Proxy Server 3 Wh e n-Foawardleflobfield exists within a received HTTP request, loglthe
clientiP address from finstXForwardeHorentryint o t he o0CIl i e
TMGserver log.

Append the IP address of Proxy Sav@ nt o t he OFi |l ter
TMGserver log, preserving any existing filter data.

I SA Server 1 og OFi |l t er.yyyyyisahe iRaddies
Proxy Servearid zzz.zzz.zzz.zzz is the IP address of Proxy Server 2
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X- Forwarded - For Proxy=yyy.yyy.yyy.yyy , 222.222.222.22Z

By defaultermo v e -FdrwareleHaofeld from the HTTP request before ser
the request the Internet. This prevents disclosing internal private IP inforr
the Internet.

This functionality can be disableti@®BorwardeBotheadedata can be
retained for interrogation by transparent security gateways configuréabsbey
of the web proxy servers.
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Reversroxy Wdtublishing Scenario #1

This scenarialescribes the functionality &f-ForwardedFor for TMGin an environment
with 2 reverse proxy servers configured for web publishihgre than two reverse proxy
serves can be usedr a mixture offMG and other % party devices that support the X
ForwardedFor header, e.gomehardware load balancing devices.

The Web Server is responsible for processing tHeKvardedFor header information that
is received. Microsft [1S does not support-¥orwardedFor natively and will require a3
partyplug-in, such as Winfrasoft X-orwardedFor for IS, to log the original client IP
address on the Web Server using thEdtwardedrFor header information.

. Reverse Proxy Server 1 Reverse Proxy Server 2 Web Server

Reversd’roxy Sender

0 KorwardeH o r O
does not exist in head
of HTTP Request

Reverse Proxy Server

4 | Note

=7

0 <

X-Forwarded-For for TMG X-Forwarded-For for TMG

Add +drveardedobfieldcontaininghelnternebriginatlientP address to th
HTTP header of a reguest Web Publishoigeverseroxgervep.

Headesyntax where xxx.xxX.Xxx.xxx is theligieattent [P address:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

Wh e n-Faawardefobfield exists within a received HTTP requesttéogehe
originaclieniP address from KieorwardeBor f i el d i nt o
TMGgerver log.

Append the I P address of Pr oxyMGCSe
Server log, preserving any existing filter data.

TMGerver | og 0Fi taxvehere Wwyyfyygyyy.pygis theol ai
Proxy Server 1:

X- Forwarded - For Proxy=yyy.yyy.yyy.yyy

Append the | P addr-£Eswardaddofiel whick gireaBye
contains thieternebriginclient IP address to the HTTP bead¢F TP request
when Web Publishing to the Web server.

Header synteeceived by thiiéeb Servehere xxx.xxx.xxx.xxxligehgebriginal
client IP address and yyy.yyy.yyy.yyy is the IP address of Proxy Server 1:

X- Forwarded - FOr: XXX.XXX.XXX.XXX, YYY.YYY.YYY.YYY

If Reverse Proxy Server 1 receives a request from the Internet that already
contains an XForwardedFor header it shalletain the received data as per
the behaviour of Reverse Proxy &ee the XForwardedFor and Security
section for further information on the implications of this.
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X-Forwardeéor and Security

Background

Historically there have been many security flaws with systems that support the X
ForwardedFor HTTP header. Many implementations fell victim to spoof attacks where
systems were given spoofedBérwardedFor information and they inadvertently processed
a rule or action based on this information.

X-ForwardedrFor IP information is clear text inside a HTTP header; it is NOT signed and is
NOT authenticated. This can paséiuge security risk if allow and deny security decisions
are made based on the data stored in tHi@ixXvardedFor header especially if the date
originates from the Internet.

Another historic security issue with the technology is that internal IP addfessation
could be revealed to the Internet, which could unwittingly divulge information about the
internal infrastructure.

There is no RFC or official standard forB6rwardedFor and as such many vendors
implemented their own version ofRorwardedrorin their products which lead to some
incompatibilities, although many have since been resolved. TherXardedFor

methodology used in Squid and other big brands, such as F5 and Bluecoat, have become the
de facto standard-his lack of standards is why Bfiosoft has not implemented X

ForwardedFor support natively iTMG and IIS.Different vendors implement-X

ForwardedFor in different ways, as such, Winfrasoft cannot guarantee interoperability with
other vendors although our implementation is as gensnosasible for maximum

compatibility.

ISA Server implementation

AlthoughTMG will log the original client IP address as that specified in tHeoXvarded
For headerTMG will not apply firewall rules to that source IP addré®€lG will still apply
firewall rules based on the packet source IP address and notRbenérdedror based
original client IP addres#s suchTMG firewall rules canot be subverted by spoofed X
ForwardedFor entries.

Outbound traffic

By default,Winfrasoft X-Forwardedror for TMG protects internal IP information by
removing the XForwardedFor field from the HTTP header when it detects that it is the last
proxy server in a chajni.e when there is no web chaining rufes such, the proxy server
closest to the Internet will removeettX-ForwardedFor data before the request is made to
the Internet.

All X -ForwardedFor information in the chain is assumed to be trusted as it is made up o
only internal IP addresses. The potentisit of an internal attack is still valid, howevieiis
unlikely as little value could be gained fromTb help prevent internal attacks
ForwardedFor informationcan be removed from the first inbound server in the chain.

X-Forwardedror for TMG can also be configured twt removethe X-Forwardedror
heackr information if it is thdast proxy in a chain. This configuration may be useful where a
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transparent network device exists between the ISA Server and the Internet which needs be
read/log the XForwardedFor header information. See tAévays On forwargroxy
configurationsectionfor further details.

Inbound Traffic

It is critical when using X~orwardedFor for inbound traffic to verify the entire-X
ForwardedFor IP list to ensure that trusted IP addresses are listed before tinalarigint
IP to avad spoofing in logsX-ForwardedFor for TMG does not utilise a proxy trust list
thus this must be maintained on the web seineg. using Winfrasoft X-orwardedror for
IIS on aweb serverX-ForwardedFor for TMGhoweverwill verify that data receivei the
X-ForwardedFor header is valid data and an invalid or corrupt header will be removed.

X-ForwardedFor for TMGwill always use the first XrorwardedFor entry as the Client IP
address when logging the traffic however the real IP packet headecésged by theMG
Firewall engine. If a XForwardedFor spoof is suspected, analyse the Filter Information
field to verify the IP addresses of the listed-BrwardedrFor Proxy servers.

Winfrasoft X-ForwardedFor for TMG has been fully tested and is suppdrto interoperate
with Winfrasoft X-ForwardedFor for IIS in a reverse web proxy chain scenario.

Web Server Security

When logging the original client IP address on a web server, the erficevardedror list
together with the layer 4 source IP should/bgfied to ensure that the first IP address that is
not trusted is used, and not just the first IP address in the list. This will help to remove the
risk of inadvertently logging spoofed IP addresses for the original client IP.

Given the following XForwardedFor list received by a Web Serughere xxx.XXX.XXX.XXX

is an invalid/spoofed IP address, yyy.yyy.yyy.yyy is the IP address of the machine that
connected to the Internet proxy and zzz.zzz.zzz.zzz is the IP address of the Internet proxy
server. The we server would receive a layer 4 routable IP connection from zzz.zzz.zzz.zzz
containing the following XForwardedF or header as foll owsé

X- Forwarded - For:  XXX.XXX.XXX.XXX ,

Layer 4 routable source IP: 777.227.7772.777

In this case, a securigpnscious Web Server could be configured to know that
Zzz.z77.z7z.zzz is a trusted proxy server and thus yyy.yyy.yyy.yyy is the first foreign IP
Address. As such the Web Server should determine that yyy.yyy.yyy.yyy is the actual
original client IP addresand the xxx.xxx.xxx.xxx entrghould be ignored.

A Warning!
Many lISbased X-ForwardedFor filters simply log the first IP address in the
X-ForwardedFor list which may not always bthe correctvalue. Others only
log the XForwardedFor field and not tke layer 4 routable source IP address
losing part of the chain information

Winfrasoft XForwardedFor for IISuses Proxy Trust List technology as
described above or can log the entire proxy chain list.
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Always On forward pomafiguration

X-ForwardedFor for TMG has the ability to always include theBorwardedrFor header
information regardless of Web Chaining rules. This is done by enabling the
ASendTolnterneto setting.

The X-ForwardedFor for TMG download includes a scripts folder which contahmes
following configuration script files:

1 SendTolnternetOn.js
1 SendTolnternetOff.js

These scripts configure the functionalityXfForwardedFor for TMGinstalled on the last
proxy server in a chaiwith regards to the retention of theBorwardedrFor HTTP header
data.

By default, theiSendTolnternétsetting is set to OFF for security reasorsee theX-
ForwardedFor and Securitysection for further information. Running the
SendTinterneOn.jsscript enables the sending of theFdrwardedFor header data to tradfi
routing to the Internet. This will allow any security gateways betweem@ Server and
the Internet to interrogate the HTTP header data and retrieve HoewardedFor
information for the request. To disable this function simply rurSted T interngOff.js
script.

A Warning
Exposing X¥-orwardedFor information to the Internet is a potential security
risk. Winfrasoft recommends that you enable this functionality only if
another method exists to remove this information from HTTP packet header
before they reach the Internet.

SSL Tunnel configuration for forward proxy

X-ForwardedFor for TMG, by default, does not track Client IP information for SSL Tunnel
traffic for a forward proxy X-Forwardedror header informatiois added to various HTTP
requests, g. GET, POST etddowever, vihen SSL is used these request are all encrypted
between the browser and the destination web server and are thus not viEMI8 tr the
X-ForwardedFor filter.

A SSL Tunnel is created through a web proxy serveaHd TP CONNECT request
(http://www.ietf.org/rfc/rfc2817.tXt Within TMG these requests are not processed in the

same way as usual HTTP traffic B8IG knows that the traffic is encrypted. As suttie

inclusion ofthe X-ForwardedFor heademformationcannotbe dynamically added based on

Web Chaining rulesAdding X-ForwardedFor header informatioto track SSL Tunnels

must be explicitly enabled for the server [/ ar
setting.

The X-ForwardedFor for TMG download includes a scripts folder which contains the
following configuration script files:

1 SendTolnternet  SSLOnN.js
1 SendTolnternet  SSLOff.js

ThefiSendTolnternetSSisetting isdisabled by default for security reasons.


http://www.ietf.org/rfc/rfc2817.txt
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Removinpbound<Forwarde&or data

There may be scenarios, e.g. the first proxy server in a chain, where you want to ensure that
no prior(e.g.spoofed X-ForwardedFor data is added tgour proxy chairlist. To achieve

this you need to configure the first servethe chain to drop any-¥orwardedFor data that

may have been received before adding the client IP to#herXardedFor header list.

To configure XForwardedror for TMG to start witttlean X-ForwardedFor header
informationt hegfior el nc o mi ng Xeerableddbgrunhingnhg must b
IgnorelncomingXFFOnN.jscript.

The X-ForwardedFor for TMG download includes a scripts folder which contains the
following configuration script files:

1 IgnorelncomingXFFO n.js
1 IgnorelncomingXFFOff Js

The @Al gnor el nc osdisabledXydefault o allow for nogmaliproxy chain
operation.
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Deployment

Overview

This deployment section assumes thatwheb Proxy chain has been established.

A | Note

This guide does not detail how testablish Upstream and Downstream Web
proxy serves. See theMicrosoft product documentatiorfor assistance in
deployingweb proxy servers oTMG

To fully deploy theX-Forwardedror for TMG solution the followingd steps must be
performed:

(1) Deploy and configur&/eb Proxyservicesand test functionalitymTMG

(2) Install X-Forwardedror for TMGon theTMG Web Proxy Server

(3) Ensure theX-ForwardedFor for TMG Web Filter is enabled

(4) CheckTMG logs and verify traffic using a netwk sniffer like Network MonitorAlso
verify web server logs and behaviour when usiMG as a reverse proxy server.
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InstallingXForwardeétor for TMG

WhenX-ForwardedFor for TMGis first installed, the setup routine will, by default, create
and enable the web filter on thid&1G Server.

& | Note
The installation of the X¥orwardedFor forTMG may have problems with UAC
during the install process. It is recommended to be logged onto the server
with an account that has local administrator rights.

(1) To start theX-ForwardedFor for TMGinstallationrunthe XFFforTMG2.1.0.msi
installation packae usingAdministrator Privileges

(2) This starts the setup wizard:

{2 X-Forwarded-For for TMG I g 3

Welcome to the X-Forwarded-For for TMG qﬂ/ f ft
2.1.0 Setup wizard infraso

The installer will guide you thiough the steps required to install <-Forwarded-For for TMG 2.1.0 an
your compuler

WwWARMNING: This computer program is protected by copyright law and international treaties.
Unautharized duplication o distibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Camoed | cBeck

(3) Click Nextto continue.

IS [
License Agreement .
9 Gllmfrasoft

Please take a moment to read the license agreement now. If you accept the terms below, click "l
Agree”, then “MNext”, Dtherwise click "Cancel”.

Winfrasoft Corporation Licence Agreement ﬂ

Updsted 27 March 2008

1 INTRODUCTION

1.1 This Licence Agreement ("Agreement”) is an agreement

between you (“the Customer”) and Winfrasoft Corporation
o Fe . Dlnces rn A thinen trrme st st ~araf )
& | Do Not Agree | Agree

Cancel | < Back | Hext > I

(4) After reading the licence agreement clickgreeif you agree to the terms, then click
Nextto continue.
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ISeTE
Service Restart .
Q‘merasoft

Ta make sure the firewall does not hold any old files open, please allav the installer to restart the
Firgwall Service

¥ Restart the Firewall Service

Cancel < Back

& | Note

Installation of the X-ForwardedFor for TMGweb filter requires a restart of
the Microsoft Forefront TMGrrewall service It is recommended tocheck
the Restart the Firewall Servicdox during installation.

(5) Click Nextto continue.
=lolx|

Confirm Installation 7_.
qﬂlmfrasoft

The installer is ready ta install »-Forwarded-For for TMG 2.1.0 an your computer.

Click "Mext" ta start the installation,

Camcel | cBeck

(6) Click Nextto continue.

Do you want to allow the follow
computer?

@ Program name:  X-Forwarded-For for TMG 2.1 Installer
Verified publisher: Winfrasoft
File origin: Hard drive on this computer

j Show details

Change when these notifications appear
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(7) If prompted by UACGensure thérogram name and Verified publisher are correct
andclick Yesto allow the installation

ISe
Installing X-Forwarded-For for TMG 2.1.0 .
9 @memsoft

¥-Fowarded-For for TMG 2.1.0 is being installed

Flease wait..

Lo Canedl < Back Herto

The installation is performed and the services restarted.

5[
Installation Complete o
P Qllmfrasoft

#-Forwarded-For for TMG 2.1.0 has been successtully installed.

Click ' Close" to exit

Cancel | < Back | .

(8) Click Closeto conmplete the installation process.

Automated installation

The X-ForwardedFor for TMGinstallation canbe automated ohMG 2010by running the
following from anadministrator elevatedcommand prompt

msiexec /passive /i XFFfor TM@.1 .0 . msi

Should the automated install require additional CSS and domain credentials, utilise the
following command:

msiexec /pa ssive /i XFFfor TM@.1 .0 . msi CSSSEREVER=<9paddress/dnsname >
CSSDOMAIN=d¢omainname > CSSUSER=<username > CSSPASSWORD7assword >

4 | Note

TheMicrosoft Forefront TMGrirewall service will be automatically restarted
during an automated installation.
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Uninstalling¢Forwardeéor for TMG

If you no longer requir&-ForwardedFor for TMGto be installed you and remove it from a
server as follows:

(1) To start theX-Forwardedror for TMG automated winstallationuseAdd/Remove
Programs in the Control Paraid click Remog.

Programs and Features

L Are you sure you want to uninstall ¥-Forwarded-For for TMG?
Y

™ In the future, do not show me this dialog bax Yes

(2) Click Yesto begin the removal.

Please wait while Windows configures X-Forwarded-For for TMG
55

Account Control

‘you want to allow the following program to remove software from
this computer?

@ Program name:  X-Forwarded-For for TMG 2.1 Installer
Verified publisher: Winfrasoft
File origin: Hard drive on this computer

j Show details Yes

Change when these notifications appear

(3) If prompted by UAC ensure tHierogram name andVerified publisher are correct and
click Yesto allow the removal.

This will automatically restart thilicrosoft Forefront TMGirewall Service without
prompting.
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Canfiguration review

After theinstallation ofX-ForwardedFor for TMG, the filter will automatically appear in
theWeb Filters tab oSystem sectiom theTMG Management consobes follows:

& | Note

X-ForwardedFor for TMGcan be enabled/disabled and moed up and down
in the priority lig through the TMGManagement console

TM&Enterprise Edition

X-Forwardedror for TMGis designed to work wititMG Enterprise Edition and must be
installed on all servers in an array. However, the licence only needsristaked on a
single node as this data is stored in the CEBIS configuration and will automatically
apply to all array members.

X-Forwardedror for TMGis CARP aware. As such, if traffic is routed from a web proxy
client to the incorrect array membdretX-ForwardedFor header will be appended within

the array communication so that the original client IP is still retained. Traffic originating with
the array, i.e. Intra Array Communication traffic will not havé-drwardedFor header
information applieds it is not required.






