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Introduction

X-ForwardedrFor for ISA Serveis a web filter application that integrates with both Standard
and Enterprise Editions of ISA Server 2006 systems

1 Track theoriginal IP address of avebclient connecting to a web server through a

forwardor reverseproxy server

Track the original IP of SSL Tunnels through a forward proxy chain.

Store the original client IBnd intermediate proxy liRformation inthe X-

ForwardedFor field of aHTTP request header.

1 Maintain X-ForwardedFor header information through multigbeoxy chaingno
hard coded limit)

1 Removethe X-Forwardedror header information on the last forward proxy in the

chain to prevent intern@rivatelP information being sent to the Intern€his

behaviour can be configured.

Remove inbound »orwardedFor header information from a proxy request.

Log the origin&client IP as th&€lientIP addressn ISA Server

Support both HTTP and HTTPS traffic for reverse proxy deploymefitsPS

functionality is reliant on a SSterificate beinginstalled on the ISA Server and

bound to a web listenerX-ForwardedFor for ISA Servecannot be used with

Server Publishing

1 Integrate with other3party products that support theForwardedFor defacto
standard.

f
f

E ]

Considerations

ServeBystem Requirements
The minimum system requirements forR$¢rwardedror for ISA Serveare
1 x86 gstems with Windows 2003 Server
1 Microsoft ISA Server
0 2004Standard Edition
0 2004Enterprise Edition
0 2006 Standard Edition
0 2006Enterprise Edition

Languag®equirements

Server

X-ForwardedrFor for ISA Server is compatible with multhgual versions of Windows
Server 2003 and ISA Server, however is only available in Endlisiduct support and
documentation is only available in English.
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Licensing

X-Forwardel-For for ISA Server is licensed on a perverbasis A licence file must be
installedonto eacHSA Server (Standard Edition) d8A Array (Enterprise Edition)
otherwise the application will function in trial mode.

To install the WinfrasofK-ForwardedFor for ISA Server licence filsimplyrun the
suppliediicencescriptfile on the ISA Servewhich requiresalicence When using ISA
Server Enterprise Editiotthe licencescriptfile needonly be run on one ISA Server within
the array howe\er no issues will arise if tHeeence file 5 run on more thaone server.

4 | Note

For detailed information on the licence types please refer to the licence
agreement document embedded within the installation package.

Running a trial

When XForwardedFor for ISA Server is first installed it will operate idamo/labmode.
Thedemo/labmode is fully functional for 14 days, after which the filter will cease to
operate. Once it has expired ISA server will continue to function as thodgindardedrFor
for ISA Server was not installed.

If the ISA Firewall service is restarted after 14 deénenX-Forwardedror for ISA Server
will continue to functioragainfor a further 2 hoursAn ISA Alert and a Window&vent Log
entry will be created tmdicate this.

B Microsoft Internet Security and Acceleration Server 2006 =T |

Fle Action View Help

& @@ @6m|alx

[-={| Microsoft Internet Security and Accele Microsoft: ;.
E LE%S;:‘:‘ISI:Q E\Egglr‘le'tSec > #&W E e Monitoring UpstreamISA

2 Firewal Policy S

3 Wirtual Private Networks (4PH) ; : -
Disshboard Y alerts Y(Gessions YServices YReports \Connectivity Verfiers YTogang Yy
% Configuration \( & it ) j/ Tasks -

- §f Troubleshaoting alert | status | categor: | -

Farwarded-For-Information New Firewall Service:

Refresh

|£] Refresh bow

s Fi Il S
™ ranal sere |2] Automatic Refresh Rate:

(i) Service Started New Firewall Service Medium =
=
Alert Informatian Alerts Tasks

Description: The Filter is running in demojflab mode, It will run For 2 hours From the Firewall start time, X Reset siected Alerts

Acknowledge Selected Alerts
;;?‘ Configure Alert Definitions

HFonwarded-For
tegon: None

Tope; Information  Event 100 1

User MNAA

Computer: UPSTREAMISA

Desciiption

2ix

|
4|

firewall start time.

Detar {7 Bytes € words

The filter i running in demodlab mode. [t will run for 2 hours from the

[ o< ]

Cancel |

£pply |
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Desigrand Deployment Scenarios

Winfrasoft X-ForwardedFor for ISA Servehas been designed to fulfil the following
security and loggingcenarios. The product will function in many other scenarios too
however Winfrasoft is unable test every combination, especially witfl Barty products
which alsosupport XForwardedFor. It is recommended that all deploymeog¢nariosre
tested in a lab prior to a live deployment.

@ | Note

The functionality of X-Forwarded-For for ISA Server is fixed and cannot be
modified or customised other than being enabled or disabled through the
ISA Server Management Console. There is no user interface for X-Forwarded-
For for ISA Server.

Forward Proxy Web Chiggtenario #1

This scenariaescribes théunctionality ofX-ForwardedFor for ISA Servein aforward
proxy environment with one upstream and one downstream paxfjguredin aweb proxy
chain.Behaviour of b clients connecting to both the upstream and downsteaxy
serverds detailed.

Upstream Wek Proxy
Client

Downstream Web Proxy  pownstream Proxy Server Upstream Proxy Server
Client #-Forwarded-For for | SA Server ¥-Forwarded-For for ISA Server

Downstream ISA Prox Add axForwardeHoobfield containing the origaiant IP address to the HTTF
Server header of a request when chaining to an Upstream Proxy server.

Header syntax where xxx.xxx.xxx.xxx is the original client IP address:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

Upstream ISA Proxy | Wh e n-FoawardleBobfield exists within a received HTTP request, loglthe
Server clieniP addredsom the-KorwardeHor field intogh 0 Cl i en't I P6
o KorwardeB o r o  Serverlog

exists in header of HT'

Request
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Upstream ISA Proxy
Server

0 KorwardeH o r O
does not exist in head
of HTTP Request

Append the Downstream ISAPwoxyisef s | P addr ess in
of the ISA Server log, preserving any existing filter data.

| SA Server log OFilter I nformatic
proxy server IP address:

X- Forwarded - For Proxy=yyy.yy Y.YYy.yyy
By defaultermo v e -FdrwamleBandfield from the HTTP request before ser

the request to the Internet. This prevents disclosing internal private IP infc
the Internet.

Log the details of the HTTP request as per normal ISA Server logs. No fu
required.
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Forward Proxy Web Chistenario #2

This scenariaescribes the functionality &f-ForwardedFor for ISA Servein an
environment witt8 proxy servers configured irveeb proxy chain.

Web Proxy Proxy Server 1
Client X-Forwarded-Far for |SA Server X-Forwarded-For for ISA Server V_Forwarded-For for |SA Server

Proxy Sener

Proxy Server 2

Proxy Server 3

Proxy Server 2 Proxy Server 3

A d d -FarwaddEHobfield containing the oribalient IP address to the HTTF
header of a request when chafngxpervel.

Header syntax where xxx.xxx.xxx.xxx is the original client IP address:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

When a ¥orwardeHobfield exists within a received HTTP request, log the
client IP address from the fifetardeBE or entry i nto tF
Server log. Note: At this stage there is oflgramedéeHor field entry.

Ampend théP addressBfoxgervedli nt o t he oFil ter |
Server log, preserving any existing filter data.

I SA Server |l og OFilter | nf ol addrdss o
ProxyGervel.:

X- Forwarded - For Proxy=yyy.yyy.yyy.yyy

AppenthelP address of Proxy Server btekitvsvardeB o field which already
contains the origichent IP address the HTTP header of a request when ch
to Proxy Server 3.

Header syntax whergxxxxx.xxx is the original client IP address and yyy.y
the IP address of Proxy Server 1:

X- Forwarded - FOr: XXX.XXX.XXX.XXX, YYY.YYY.YYY.yyy

Wh e n-Foawardleflobfield exists within a received HTTP request, loglthe
clientiP address from finstXForwardeBorentryy nt o t he o CI i
Server log.

Append the IP address of Proxy Sav@ nt o t he OFi | ther
ISA Server log, preserving any existing filter data.

| SA Server |l og OFilter I nformatic
Proxy Servearid zzz.zzz.zzz.zzz is the IP address of Proxy Server 2
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X- Forwarded - For Proxy=yyy.yyy.yyy. VYY , 222.222.222.22Z

By defaultermo v e -FdrwareleHaofeld from the HTTP request before ser
the request to the Internet. This prevents disclosing internal private IP infc
the Internet.

This functionality can be disableti@®BorwardeBotheadedata can be
retained for interrogation by transparent security gateways configuréabsbey
of the web proxy servers.
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Reversroxy Wdtublishing Scenario #1

This scenariaescribes the functionality &f-ForwardedFor for ISA Servelin an
environment with2 reverse proxy servers configured for web publishivhgre than two
reverse proxy servers can be ysedh mixture of ISA Server and othéef Barty devices that
support the XForwardedFor header, e.gomehardwae load balancing devices.

The Web Server is responsible for processing tHeKvardedFor header information that
is received. Microsoft IS does not supporfF¥rwardedFor natively andwill require a &
partyplug-in, such as Winfrasoft X-orwardedFor for IS, to log the original client IP
address on the Web Server using thEdtwardedrFor header information.

%@ w
. Reverse Proxy Server 1 Reverse Proxy Server 2 Web Server

ReversBroxy Sender

0 KorwardeH o r O
does natxist in header
of HTTP Request

Reverse Proxy Server

4 | Note

Wty

X-Forwarded-For for [SA Server X-Forwarded-For for [SA Server

Add +drveardedobfieldcontaininghelnternebriginatlientP address to th
HTTP header of a reguest Web Publishoigeverseroxgervep.

Header syntax where xxx.Xxx.Xxx.xxx is thadimnathent IP address:
X- Forwarded - FOr: XXX.XXX.XXX.XXX

Wh e n-Faawardefobfield exists within a received HTTP requesttéogehe
originaclientP address from tHeodvardeB or f i el d i nt the
ISA Server log.

Append the I P address of Proxy Sce
Server log, preserving any existing filter data.

I SA Server |l og OFilter I nformatic
Proxsperver 1:

X- Forwarded - For Proxy=yyy.yyy.yyy.yyy

Append the | P addr-£Eswardaddofiel whick gireaBye
contains thieternetriginaclient IP address to the HTTP header of a HTTP
when Web Publishing to the Web. se

Header synteeceived by thiiéeb Servehere xxx.xxx.xxx.xxxligehgebriginal
client IP address and yyy.yyy.yyy.yyy is the IP address of Proxy Server 1:

X- Forwarded - FOr: XXX.XXX.XXX.XXX, YYY.YYY.YYY.yyy

If Reverse Proxy Server 1 receives a request from the Internet that already
contains an X-Forwarded-For header it shall retain the received data as per
the behaviour of Reverse Proxy 2. See the X-Forwarded-For and Security
section for further information on the implications of this.
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X-Forwardeéor and Security

Background

Historically there have been many security flaws with systems that support the X
ForwardedFor HTTP header. Many implementations fell victim to spoof attacks where
systems were given spaaf X-ForwardedFor information and they inadvertently processed
a rule or action based on this information.

X-ForwardedrFor IP information is clear text inside a HTTP header; it is NOT signed and is
NOT authenticated. This can pose a huge security raloiiv and deny security decisions

are made based on the data stored in tHi@ixXvardedFor header especially if the date
originates from the Internet.

Another historic security issue with the technology is that internal IP address information
could be reveled to the Internet, which could unwittingly divulge information about the
internal infrastructure.

There is no RFC or official standard forB6rwardedFor and as such many vendors
implemented their own version ofKorwardedFor in their products whiclkead to some
incompatibilities, although many have since been resolved. TherXardedFor

methodology used in Squid and other big brands, such as F5 and Bluecoat, have become the
de facto standard-his lack of standards is why Microsoft has moplemented X

ForwardedFor support natively in ISA Server and IISifferent vendors implement-X
ForwardedFor in different ways, as such, Winfrasoft cannot guarantee interoperability with
other vendors although our implementation is as generic as @o&silshaximum

compatibility.

ISA Server implementation

Although ISA Server will log the original client IP address as that specified in-the X
ForwardedFor header, ISA Server will not apply firewall rules to that source IP address.
ISA Server will stillapply firewall rules based on the packet source IP address and net the X
ForwardedFor based original client IP addre$s. such ISA firewall rules caot be

subverted by spoofed-KorwardedFor entries.

Outbound traffic

By default,Winfrasoft X-ForwardedFor for ISA server protects internal IP information by
removing the XForwardedFor field from the HTTP header when it detects that it is the last
proxy server in a chajni.e when there is no web chaining rufes such, the proxy server
closest to the ernet will remove the XorwardedFor data before the request is made to
the Internet.

All X -ForwardedFor information in the chain is assumed to be trusted as it is made up o
only internal IP addresses. The potentisit of an internal attack is stiltalid, howeveiit is
unlikely as little value could be gained fromTb help prevent iternal attacksX-
ForwardedFor informationcan be removed from the first inbnd server ithe chain.

X-ForwardedrFor for ISA Server can also be configuredhti removethe X-ForwardedFor
header information if it is thiast proxy in a chain. This configuration may be useful where a
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transparent network device exists between the ISA Server and the Internet which needs be
read/log the XForwardedFor header information. See tAévays On forward proxy
configurationsectionfor further details.

Inbound Traffic

It is critical when usinK-ForwardedFor for inbound traffic to verify the entire-X
ForwardedFor IP list to ensure that trusted IP addresses are listed before tinalarigint

IP to avoid spoofing in log-ForwardedFor for ISA Server does not utilise a proxy trust
list thusthis must be maintained on the web serverg. using Winfrasoft ¥-orwardedFor
for 1IS on aweb serverX-ForwardedFor for ISA Server howevewill verify that data
received in theX-Forwardedror header is valid data and an invalid or corrupt headebe
removed.

X-ForwardedrFor for ISA Server will always use the firstBorwardedFor entry as the

Client IP address when logging the traffic however the real IP packet header is processed by
the ISA Firewall engine. If a XorwardedFor spoof is susped, analyse the Filter

Information field to verify the IP addresses of the liste&otwardedrFor Proxy servers.

Winfrasoft X-Forwardedror for ISA Server has been fully tested and is supported to
interoperate with Winfrasoft XorwardedFor for IIS in areverse web proxy chain scenario.

Web Server Security

When logging the original client IP address on a web server, the erficevardedFor list

together with the layer 4 source IP should be verified to ensure that the first IP address that is
not trused is used, and not just the first IP address in the list. This will help to remove the

risk of inadvertently logging spoofed IP addresses for the original client IP.

Given the following XForwardedFor list received by a Web Serughere Xxx.XXX.XXX.XXX

is an invalid/spoofed IP address, yyy.yyy.yyy.yyy is the IP address of the machine that
connected to the Internet proxy and zzz.zzz.zzz.zzz is the IP address of the Internet proxy
server. The web server would receive a layer 4 routable IP connection tamnzzzzz.zzz
containing the following XForwardedr or header as f ol |l ows ..

X- Forwarded - For:  XXX.XXX.XXX.XXX

Layer 4 routable source IP: 777.227.7772.777

In this case, a security conscious Web Server could be configured to know that
Zzz.zzzzzz.zzz is a trusted proxy server and thus yyy.yyy.yyy.yyy is the first foreign IP
Address. As such the Web Server should determine that yyy.yyy.yyy.yyy is the actual
original client IP address and the xxx.xxx.xxx.xxx erghpuld be ignored.

A Warning!
Many IIS based X-Forwarded-For filters simply log the first IP address in the
X-Forwarded-For list which may not always be the correct value. Others only
log the X-Forwarded-For field and not the layer 4 routable source IP address
losing part of the chain information.

Winfrasoft X-Forwarded-For for IIS uses Proxy Trust List technology as
described above or can log the entire proxy chain list.
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Always On forward pomafiguration

X-ForwardedrFor for ISA Server has the ability to always include XaBorwardedror
header information regardless of Web Chaining rules. This is done by enabling the
“SendTolnternet” setting.

The X-ForwardedFor for ISA Server download includes a scripts folder which conthims
following configuration script files:

1 SendTolnternetOn.js
1 SendTolnternetOff.js

These scripts configure the functionality ofP6rwardedFor for ISA Server installed on the
lastproxy server in a chaiwith regards to the retention of theB6rwardedFor HTTP
header data.

By default, the' SendTolntemet’ setting is set to OFF for security reasersee theX-
ForwardedFor and Securitysection for further information. Running the
SendTinterneOn.jsscript enables the sending of theFdrwardedFor header data to traffic
routing to the Internet. This Wiallow any security gateways between the ISA Server and the
Internet to interrogate the HTTP header data and retrieve-trarwWardedFor information

for the request. To disable this function simply run$eadTinterneOff.js script.

A Warning
Exposing X-Forwarded-For information to the Internet is a potential security
risk. Winfrasoft recommends that you enable this functionality only if
another method exists to remove this information from HTTP packet headers
before they reach the Internet.

SSL Tunnebnfiguration for forward proxy

X-ForwardedrFor for ISA Server, by default, does not track Client IP information for SSL
Tunnel trafficfor a forward proxy X-ForwardedFor header informatiofis added to various

HTTP requests, e.g. GET, POST édowever,when SSL is used these request are all

encrypted between the browser and the destination web server and are thus not visible to ISA
Server or the X~orwardedFor filter.

A SSL Tunnel is created through a web proxy servea¥id TP CONNECTrequest
(http://www.ietf.org/rfc/rfc2817.tXt Within ISA Server these requests are not processed in
the same way as usual HTTP traffic as ISA Server knows that the traffic is encrypted. As
such the inclusion of the X¥~orwardedFor heademformationcannotbe dynamically added
based on Web Chaining rulesdding X-Forwardedror header informatioto track SSL
Tunnels must be explicitly enabled for the server / array by enabling the
“SendTolnternet SSL” setting.

The X-ForwardedFor for ISA Server download includes a scripts folder which contains the
following configuration script files:

1 SendTolnternet  SSLOnN.js
1 SendTolnternet  SSLOff.js

The"SendTolnternetSSLsetting isdisabled by default for security reasons.


http://www.ietf.org/rfc/rfc2817.txt
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Removinpbound<Forwarde&or data

There may be scenarios, e.g. the first proxy server in a chain, where you want to ensure that
no prior(e.g.spoofed X-ForwardedFor data is added tgour proxy chairlist. To achieve

this you need to configure the first servethe chain to drop any-¥orwardedFor data that

may have been received before adding the client IP to#herXardedFor header list.

To configure XForwardedror forISA Senerto start withclean X-ForwardedFor header
informationt hegfior el nc o mi ng XeeRkableddbgrunhingnhg must b
IgnorelncomingXFFOnN.jscript.

The X-ForwardedFor forISA Serverdownload includes a scripts folder which contains the
following configuration script files:

1 IgnorelncomingXFFO n.js
1 IgnorelncomingXFFOff Js

The “1 gnor el nc osdisabledXydefault o allow for nogmaliproxy chain
operation.
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Deployment

Overview

This deployment section assumes thatwheb Proxy chain has been established.

A | Note

This guide does not detail how to establish Upstream and Downstream Web
proxy servers. See the Microsoft product documentation for assistance in
deploying web proxy servers on ISA Server.

To fully deploy theX-Forwardedror for ISA Servesolution the followingd steps must be
performed:

(1) Deploy and configur&Veb Proxyservicesand test functionality on ISA Server

(2) Install X-ForwardedFor for ISA Serveon thelSA Web Proxy Server

(3) Ensure the XrorwardedFor for ISA Serveieb Filter is enabled

(4) Check ISA logs and verify traffic using a netsk sniffer like Network Monitor Also
verify web server logs and behaviour when using ISA as a reverse proxy server.
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InstalingX-Forwarde&or for ISA Server

When X-ForwardedFor for ISA Serveis first installed, the setup routine will, by default,
create and enable the web filter on the ISA Server.

(1) To start theX-ForwardedrFor for ISA Serveinstallationrun the XFFforlISA21.0.msi
installationpackage

(2) This starts the setup wizard:

IS ek

Welcome to the X-Forwarded-For for ISA gﬂ/ f ft
Server 2.1.0 Setup Wizard nfraso

The installer wil guide you thiough the steps required to install %-Forwarded For for 154 Server 2.1.0
on your computer.

WARMNING: This computer program is protected by copyright law and international hieaties.
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or eriminal penalties, and wil be prosecuted to the masimum extent possible under the law.

Concd | cmsck | [T Hews ]

(3) Click Nextto continue.

JSeT)
License Agreement .
9 @mfrasoft

Please take a moment to read the license agresment now. IF you accept the terms below, click 1
Agree”, then "Next'". Dtherwize click "Cancel”.

Winfrasoft Corporation Licence Agreement ﬁ!

Updated 27 March 2008

1 INTRODUGCTION

1.1 This Licence agreement (*Agreement®) is an agreement

between you (“the Customer”) and Winfrasoft Corporation
SN Femimm Y Olamem e A thars fareae mmd candibinne =~ e Folle j
| Do Not Agree | Agies

Cancel | < Back | et s I

(4) After reading the licence agreement clickgreeif you agree to the terms, then click
Nextto continue.
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e [
Service Restart .
@mfrasoft

Ta make sure the firewall does not hold any old files open, please allav the installer to restart the
Firgwall Service

¥ Restart the Firewal Service

Cancel < Back

& | Note

Installation of the X-Forwarded-For for ISA Server web filter requires a restart
of the ISA firewall services. It is recommended to check the Restart the

Firewall Servicebox during installation.

(5) Click Nextto continue.
P =T

Confirm Installation .
@mfrasoﬁ‘

The installer is ready ta install »-Fornwarded-For for IS4 Server 2.1.0 on your computer,

Click "Mext" ta start the installation,

Camcel | cBeck

(6) Click Nextto continue.

{i X-Forwarded-For for ISA Server _(olx]

Installing X-Forwarded-For for ISA Server .
21.0 J @mfrasoft

#-Fowarded-For for 154 Server 2.1.01s being installed.

Please wail...

e T

The installation is performed and the services restarted.
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i
Installation Complete .
P @mfmsoft

¥-Famwarded-For for 154 Server 2.1.0 has been successtully installed

Click ' Close" to exit

Cancel | < Back |

(7) Click Closeto conplete the installation process.

Automated installation

The X-ForwardedFor for ISA Serveinstallation can be automated on Microsoft ISA Server
2006by running thdollowing:

msiexec /passive /i XFFforlISA2 .1 .0 . msi

Should the automatddstall require additional CSS and domain credentials, utilise the
following command:

msiexec /passive /i XFFforISA2 .1 .0 . msi CSSSEREVER=<4paddress/dnshame >
CSSDOMAIN=g¢omainname > CSSUSER=<username > CSSPASSWORD=-password >

4 | Note

The ISA Server Firewall service will be automatically restarted during an
automated installation.

UninstallingéForwardeéor for ISA Server

If you no longer require XorwardedFor for ISA Server to be installed you and remove it
from a server as follows:

(1) To start theX-ForwardedrFor for ISA Serveautomated winstallationuse
Add/Remove Programs in the Control Paaedl click Remove.

Add or Remove Programs |

9

‘_.\‘) Are yoU sUre ¥ou wank ko remove #-Forwarded-For For 1SA Server from your computer?
1w

(2) Click Yesto begin the removal.
This will automatically restart the ISA Firewall Service without prompting.




Deployment 19

Configuration review

After theinstallation of XForwardedFor for ISA Server, the filter will automatically appear
in theWeb Filters tab ofSA Server Addins in the ISA Server Management consade
follows:

B Microsoft Internet Security and Acceleration Server 2006 - (Ol x|

File Action  Wew Help

= EmERmalse 2@

= Lr\gmsnft Internet Security and Acceler: i,,icm o
=l Downstreanisa net Sec ﬂ e
= E] Monitaring Acc n 2006 Add:ins

H standard Edition
- (4 Frewsll Policy 5

53 Wirtual Private Networks (VPN) | | fmsieien FiRre Y web Filkers
(=% Configuration

. Networks Order_~ | Name | Deseription | Direction | version | vendor | Relative Path Priarity
@ cache eeH DiffSery Fiker Enables DiffServ tagging of Web traffic accor... Both 4.0 MicrosaF... DIFfSery.di High
Lo j 22:;:; 32 web Publishing Load Balanc... Enables publishing of load balanced farms of ... Incoming eb Requests 4.0 Microsof... WPLoadBalancer.d High
W Troubleshooting 33 Compression Fiter Enables HTTP/HTTPS compression Both 4.0 Microsof .. comphp.dl High
24 Authentication Defegation F... Enables authentication delegation to the publi... Incoming Web Requests 4.0 Microsof ... authdfit.dil High
415  Forms-Based Authenticatio... Enables forms-hased (rookie) authentication a... Incoming Weh Requests 4.0 Micrasof ... ConkisauthFilter.dll High
286 RADIUS Authentication Fiker  Enables RADIUS authentication EBoth 4.0 Microsof .. radiusauth,dil High
dapfiker.dl High

7 LDAP Authentication Fiter  Provides LDAP Authentication Incoming Web Requests 4.0 Microsaf

A9 Link Translation Filter Enahbles link translation for published YWeb ser... Incoming Web Requests 4.0 Microsof .. LinkTranslation.dl  Medium
310 HTTP Fileer Filters HTTP traffic and enforces corfigurable .. Bath 4.0 Wicrasof .. HttpFilter i Low
(311 Caching Compressed Corte. . Enables caching of compressed HTTP contertt  Both 4.0 Wicrosaf... complp,dil Low

Done

4 | Note

X-Forwarded-For for ISA Server for ISA Server can be enabled/disabled and
moved up and down in the priority list through the ISA Server Management
console.

ISA Server Enterprise Edition

X-ForwardedFor for ISA Server is designed to work witBA Server Enterprise Edition and
must be installed on all servers inamay. However, the licence only needs to be installed

on a single node as this data is stored in the CSS configuration and will automatically apply
to all array members.

X-ForwardedrFor for ISA Server is CARP aware. As such, if traffic is routed froneh
proxy client to the incorrect array member, théorwardedror header will be appended
within the array communication so that the original client IP is still retained. Traffic
originating with the array, i.e. Intra Array Communication traffic will have X
ForwardedFor header information applied as it is not required.



20 Winfrasoft X-Forwarded-For for ISA Server 2.1

Additional Information

oHow toguides

Chaining Concepts in ISA Server 2006
(http://www.microsoft.com/techiésa/2006/chaining.mspx

Web Proxy Chaining as a Form of Network Routing
(http://www.isaserver.org/tutorials/WeRroxy-Chaining FormNetwork-Routing.htm)

Publishing Concepts in ISA Server 2006
(http://www.microsoft.com/technet/isa/2006/deployment/publishing_concepts). mspx

Support guides

Microsoft ISA Server 2006 Operations
(http://www.microsoft.com/technet/isa/2006/operations/default. nspx

Troubleshooting Web1@xy Traffic in ISA Server 2004:
(http://www.microsoft.com/technet/isa/2004/plan/ts _proxy_traffic.mspx

X-ForwardedFor vulnerabilities in various platforniSource: IBMISS):
(https://webapp.iss.net/Search.do?keyword=ofwardedFor&searchType=keywd

For the latest information, see ténfrasoft web site http://www.winfrasoft.com

Do you have comments about this document? $ssdbacko feedback@winfrasoft.com



http://www.microsoft.com/technet/isa/2006/chaining.mspx
http://www.isaserver.org/tutorials/Web-Proxy-Chaining-Form-Network-Routing.html
http://www.microsoft.com/technet/isa/2006/deployment/publishing_concepts.mspx
http://www.microsoft.com/technet/isa/2006/operations/default.mspx
http://www.microsoft.com/technet/isa/2004/plan/ts_proxy_traffic.mspx
https://webapp.iss.net/Search.do?keyword=X-Forwarded-For&searchType=keywd
http://www.winfrasoft.com/
mailto:feedback@winfrasoft.com
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