Winfrasoft on and Configuration

Guide

Winfrasoft. ©

VPN-Q 2009

Installation and configuration
guide

NAP/NACVPN Quarantine andcompliance for
Microsoft ISA Server

Published: July2009
Applies to:  WinfrasoftVPN-Q 2009with ServicePack1 (Build 3.1.3440Q0)
Web site  http://www.winfrasoft.com

Email: support@winfrasoft.com

-
© 2006-2009 Winfrasoft Corporation. All rights reserved. This publication is for Mmso’t‘ . .
kY N P Security Solutions

informational purposes only. Winfrasoft makes no warranties, express or implied, in .
this summary. Winfrasoft, VPN-Q 2009 are trademarks of Winfrasoft Corporation. All GOLD CERTIFIED ISV/Software Solutions
— Networking Infrastructure Solutions

other trademarks are property of their respective owners.

Partner



Information in this document, including URL and other Internet Web site references, is subject to
change without notice. Unless otherwise nothd,example companies, orgsations, products,
domain names,-mail addresses, logos, people, places and events depicted herein are fictitious,
and no association with any real company, orggitin, product, domain namepneail address,

logo, person, @lce or event is intended or should be inferred. Complying with all applicable
copyright laws is the responsibility of the user.

Winfrasoftmay have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written licerce agreement frofinfrasoft, the furnishing of this documenbéds not give you any
licence to these patents, trademarks, copyrights, or other intellectual property.

Microsoft, Active DirectoryWindowsand Windows Server are either registered trademarks or
trademarks of Microsoft Corporation in the United Stategarather countries.

The names of actual companies and products mentioned herein may be the trademarks of their
respective owners.

Copyrighte 2006200 Winfrasoft Corporation All rights reserved.



Tableof Contents 3

Table of Contents

TABLE OF CONTENTS ...ttt ettt emee ettt e e e e e ettt e e e e smmee e s st ae e e e e e s ntbae e e e s smmneeennseees 3
INTRODUGCTION L.iiiiiiiiiitiiiite e e sttt teeete e e e e e s stta e e e e s s ssaesaaaesseeeaesssssaaeaeesasssssnnnssseeeessasssneeeens 4
TECHNOLOGY ... eiiiii ettt st e oo e e e e e e e e et ettt e mnt et e ee e tsbab e e e e e e e e e e aaanaseeeeaeaaeeesesnsbnnnnns 4
VP N-Q EDITIONS. ... ittt eeee et ettt ettt e e e e e e et e et teeaeeeeeeeeeetbabas e e e e e e aaaaaaseeeeaaeaeeeeennes 5
LICENSING .ttt ettt ettt ettt o4 oo e eeae s e oo oo e e e e e e eeeetbeba s e et e bbb e e e e e e e aaeaeaaes 7
RUNNING 8 AL ..ceeeieeie et eeesre e e e s einnneeee el
LICENCE MABNAGEL. ... . teeeeiee ettt ettt eeae e e e st et e e e e ane b e e s aeemr e e e s s annnnnee e 8
PRODUCTACTIVATION ...uuttieiiteeiiitieeeeessseeesastsaeseeesssssseeaessaseaesassssseeaessasssseseeessnnnessnssneees 8
SECURITY CHECKS ...ttt e e e e e e e eeee b b e nneeeeaeeeeeannn 9
ARCHITECTURE & DESIG N ..ottt ettt e e e e e e e eeeees 13
THE VPN QUARANTINE PROCESS.....ccitiiitttiiiiieie e e e eeeeia s e e e e e e e eeeeeeettan s smmsssbnn s e e e e eaeaaeaeees 13
VPN QUARANTINE DESIGN SCENARIOS ...t i etieieeeitiittinseetainaaseseeeaeseeeeesssbnnneeeeesssnnnnnnnns 14
Domain vs. Workgroup membership...........ooouveiieeiiieeniiiieieeeee e 14
Usage of the quaranting NetWALK............ccuuueiiiiiimn e 14
Deployment Scenario : ISA Server as a Firewall and VPN Server........cccccccvvvevveennns 15
CONSIDERATIONS ..ottt e et ettt eene et et e ettt et s e e e e e e e aaaaaeseeeaaaaaaenes 16
SYSTEM REQUIREMENTS ... ctttttueetitttueeeeetimmmtas e e eeesttaseesastanseaaenesesstnsaaeeestnnseesessnnnansaesenes 16
Client System ReQUINEIMENLS .......coiiiiiiiiiiiie ettt e et eeme et e e e e s sineneeeeean 16
ServerSystem REQUITEMENTS.......oiiiiiiiie ettt eni e e e e 17
Language REQUIMEIMENIS . .......uiiiiiiiiiiiie ettt ettt erme ettt e s e e eeme e s 17
GENERAL -ttt et e e e e et et ee e e e e e et et e eettta oo s eeeas o e e e e e e et e eeeeeeetn s e e eetbnn e e e e eeaeeeeeanes 18
[0 Y O D 1Y\ 21
OVERVIEW ...ttt e e ettt ettt e e e oo a2 e e e e ettt teeaeeeeeeeeeettetanaee e e e e emananaeeeeeeeeeeeeensnnnnnnn 21
New VPNQ deployment vs. Adding VRQIto existing VPN...........coocoiiiiiiiineenniiiieen. 21
Upgrading from VPNQ 2006 to Winfrasoft VPID 2009............ccceeeeiiiiiiineciieee e, 22

ISA Server Enterprise Edition CONSIAerations............ueeeeeeiiiieemiiiieeee et siieeeens 23
WINFRASOFTVPN-Q 2009SERVERINSTALLATION ...uuiieieeeeeeteeeeeinininnmmmeeessnnnnnaeeeeaeeeeeeeens 24
CONTIGUIALION FEVIEW.......iieiiiie ettt e et et e e e e et e e e seamee e e e ane 35
Creating a Client SetUp PACKAGE..........uuiiiiiiiiiii ettt e e 44
WINFRASOFTVPN-Q 2009CLIENT INSTALLATION ...cctiiiieeiiiuineiaaeeeeeeeaeaaaaeeeeeaeeeeeeeesenennnna 45
Y= T 10 F= T ) =V = o o SRR 45
ESTABLISHING A VPN C LIENT CONNECTION ..ot 47
CENTRAL POLICY MANAG EMENT ..o e e 53
IMPORTING THE ACTIVE DIRECTORY GPOTEMPLATE ....ceeiiitiiieeiiereesnteeeeeesseeeesneeeesneeeeesnees 54
POLICY SETTINGS. .ttt iutteeesuteeeesteeessmeesteeeessaeeeasaeeeantessamesasseeeansseeeanseeeeansannnseeansseeesanseens 57
ADDITIONAL INFORMATIE  ON Lottt e e e e e e e e e eenmna e e e eeeeeanennnan s aeeeeas 71
LI < Y o X 1 [t S 71
SUPPORT GUIDES....cttttttuieseeeeeeeteeeeeaeeeaeeeeeeeetntnnnnnassseeaaaasaaaaeeeeseseesssnsnnnmneeessssnnnnnseseens 71

L& N S o I = = = = F 71



4 Winfrasoft VPNQ 2009

Introduction

VPN-Q 2009is theleadingNAP/NAC VPN Quarantine andompliancesolution for
Microsoft ISA Serve2004 and Microsoft ISA Server 2006

VPN-Q 2009has been designed as a security product from the groutadseamlessly
integrate with th&Vindows operatingystem This creates a higjhsecure and flexible
solutionfor a typicaly Microsoft basedetworkenvironmentSince VPNQ 2009 does not
directly useMicrosoft NAP or Cisco NAC it is easy to deplapd does not rely on specific
hardware or server softwate be previously deployed. VRR 2009 will happily run on an
existing ISA Server or appliance.

Both the Enterprise and Express Editiofi%PN-Q 2009are availablé¢o cater for various
customer requirements. See ¥eN-Q 2009Editions section later in thiguidefor more
information

Technology

Winfrasoft has embraced the latest securnitustrystandardechnologies from Microsaft
and othewvendorsto produce a highly secure and feature rich solution.

Technologies included witinfrasoft VPN-Q 2009
I Managed code: Client and Server basedarosoft .NET Frameworl2.0
1 Authenticode signed binaries
1 Least Privilege Access desigrClient only requires User level rights
1

Background Intelligent Transfer Service (BITS) suppéttovides download
resuming ad trickling supportfor downloadingof VPN-Q 2009client updates.

91 Public / Private Key cryptography: Protects the integrity of application files to
prevent tampering of health check results.

1 SHAZ1 signing and MD5 hashing of ddtaprotect client / serveloenmunicatiorof
health state informatiowithin VPN tunnel

1 Security update status validated agathsetMicrosoft Updateweb site omninternal
WSUS server policy for Windows, Office and other Microsoft prochatthes

1 Seamlessly integrates withany?2 factor authentication solutiormaut of the box

Manual andAutomatic preshared key management for L2TP/IPSEEn not
using digitalcertificates.
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VPN Editions

WinfrasoftVPN-Q 2009is available ir2 editions:
1 Enterprise Edition
1 Expres<Edition
Eachedition is designed to cater for varioesjuirements of an organisation.

ExpressEdition is designed fasmall to medium sized organisatiowhich require a greater
level of protection without deployment complexiti&nterprise Editioprovides the full
feature set including central management tools to tailor make your own security policy for
VPN clients.

The following tables detail thvarious features &fPN-Q 2009by edition:

Security Checks \ Edition Express Enterprise
Anti-Virus Scanner status and up to date check Yes Yes
Minimum operating system and service pack level Yes Yes
AD Computer group membership Yes Yes
Automatic Updates status (Patch settings) No Yes
Security Update status (Missing patches) No Yes
Windows IP Routing status No Yes
Screen Saver Security settings No Yes
Windows Firewall status No Yes
3rd Party Personal Firewall status No Yes
Windows Firewall F&P Sharing exception status No Yes
Internet Connection Sharing status No Yes
Custom security checks via signed script No Yes
Other Features \ Edition Express Enterprise
Built on Microsoft .NET 2.0 managed code Yes Yes
Authenticode signed binaries Yes Yes
Support for 32 & 64 bit Windows XP, Vista and Windows 7 Yes Yes
Multiple VPN endpoints from a single dialler Yes Yes
Native Smart Card, RSA SecurlD, Aladdin, Gemalto Protiva, Yes Yes
SecurEnvoy SecureAccess and Vasco VACMAN authentication

Restrict specific AV / Firewall product Yes Yes
Custom VPN client branding Yes Yes
Flexible VPN client configuration and customisation Yes Yes
Easier licensing implementation and models Yes Yes
Faster client side security checking Yes Yes

Run patch scan always, weekly or monthly No Yes
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Management \ Edition

Manual and Auto pre-shared keys for IPSec

Policy enforcement on non-domain joined VPN clients

Central Management of policy via Active Directory or ISA Server
Central Logging

Run custom action scripts before and after quarantine release
Legal Notices and policy compliance

Remediation capabilities

Windows Software Update Services (WSUS) Integration

Express
Yes
Yes

No
No
No
No

Enterprise
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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Licensing

WinfrasoftVPN-Q 2009licences are available on a subscription (rental) or perpetual
(purchase) basis. Furthermore, the licence types are available on a per device or concurrency
basis:

(1) Concurrent- Maximum number of simultaneous VPN connections. Ideal where there
are many VPN users but they are infrequently connected.

(2) Devicei Total number of VPN clients deployed. Ideal when many of the VPN users are
regularly connected.

14 day trial licences arevailable for evaluation purposes of both Express and Enterprise
Edition. All trial licences are based on device licensing for simplicity. Please use the
Winfrasoft Licence Manager to request a trial licence for the appropriate edition and humber
of users.

Both concurrent andlevicelicences are available f@xpressEdition and Enterprise Editian
All licence types and editiongquireproduct activation.

P

4 | Note

For detailed information on the licence typepleaseread the licence
agreement document availake on the installation CDduring installation, in
the programs folder on the server or in the help about window.

Running a trial

A trial licence will allow you to make full use of the product duringekeluationperiod.
You can check thAbout...screerto see how many days remaining are availabiial
licences are valid for 14 days from issue.

WhenWinfrasoft VPNQ 20009is first installed, Licence Manager will assist you in either
installing a full licence orequesting trial licenceWinfrasoft VPNQ 2009is not able to
run without a valid licence.

If your trial licence expires you can contact Winfrasafsupport@winfrasoft.corand
request aeplacementitence orcontactsales@winfrasoft.cono purchase the software.
When you receive a new licence you can use the Licence Managethie Start Menu to
install the new licence file.
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Licence Manager

The Winfrasoft Licence Manager is a tool that allows usersdaest and install trial
licences. It is also able to import purchased licences which replace trial licéfftes.a new
licence is imported the previous licence is backed up, but only one backup is kept at a time.

Licence Manager is firsaunchedduringthe installation process. It can be run again from
the Start, All Programs, WinfrasoPN-Q 2009 Licence Managemenu item.

A | Note

Licence Manager requires HTTPS access to the Winfrasoft Activation serve
Before starting this operation, please ensurthat the appropriate firewall
rules have been configuredThis can be configured by runningPNQ 2009
Config Wizard for ISA Serveluring setup and enabling the settings on the
Access to Winfrasoft pageThe VPNQ 2009 Config Wizard for ISA Servean
be rerun at any time from theSecuritytab of the Server Manager.

Product Activation

WinfrasoftVPN-Q 2009requires product activation for ditence types and editions, except
for trial licences. Product ativation has been included WPN-Q 2009to help you keep

track of your licence usagk.you have a device licence and would like a monthly email to
be sent to you with a summary of your licence usage please@mpibrt@winfrasoft.com

Product activatiofis a fast and secure process thatlepending on the licensing tymly

done once per user onceperISA Server With a Device Licence,my theVPN client

requires activation, théPN server does not need to be activatdsing aConcurrent

Licence, only th&/PN server requires activatiomot the VPN clientsThe activation process

is automatically run wheeitherthe clientor serveiis first run. If activation fails for

whatever reasqgma 14daygrace period will ballowedwithout the producéactivating After

the 14-day grace period has expired, the product will no lofigeetion Check the server
Application Event Log for entries relating to activation failures of VPN clients or the server.

Product activation is performed ave secure HTTPS / SSL connection to protect the
information transmitted during the activation process. The Winfrasoft activation server
returrs a unique activation code to the client BIG/PN server This activation code is in
turn checked each tinether the client startsip or periodically by théVinfrasoft VPN-Q
2009Management Servide ensure that a valid activation codgists The rechecking of
theactivationcode does not require a connection back to Winfrasudftis an entirely local
operatian. If the activation code is found to be invalid the clienservemwill attempt to re
activate with Winfrasoft, and if successful, store the new.

[4 | Note
Product Activation requires HTTPS access to the Winfrasoft Activation
servers. Please ensure that the appropriate firewall rules have been
configured. This can be configured by runningPNQ 2009 Config Wizard for
ISA Serveduring setup and enabling the sttings on the Access to
Winfrasoft page.The VPNQ 2009 Config Wizardor ISA Servecan rerun at
any timefrom the Securitytab of the Server Manager
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Security Checks

WinfrasoftVPN-Q 2009performs various security checks oRRRN client system to ense

it is compliant with a high, yet functional, security profile. Once complianceaytlicy

has been assured, a reasonable assessment as to the health of the client can be made. This
section details the various security checks that are performed BiNalient and the effect

that various results can have on the health state afRiheclient.

Both WinfrasoftVPN-Q 2009Enterpriseand Expressditions provide functionality that
allows administratorto customise the security chepklicy via the Winfragft VPN-Q 2009
Management Service or Active DirectdByoup Policy. These customisatiometermire
which checks are to be enforced onW#N clientsystemand what action to take based on
their result Winfrasoft VPN-Q 2009Express Edition haa reducedet ofsecurity checks
available, however, the operation of these security checks can be cust@tisrcon
security relatedtems can be customised too.

o

Security Check

AntiVirus Scanne
status and up to
date check

Minimum operatir
system and servic
pack level

AD Computer gro
membership

Note

Not all security checks are availablen WinfrasoftVPNQ 2009 Express
Edition. Please referto the sectiontitled VPNQ Editions for a detailed listing

of functionality available to each edition.

Detail

A key protection technology for a P€ is ,
VirugAV). There are many AV vendors i
market creating a vast choice of product
Most products are file system based sce
products while others have expanded in
realms of email content checking and Ar
Spyware.

VPNQ 2009vorks with the WindSesurity
Center to monitor the status of the instal
software. This includes the detection of
installed product, ensuring that it is enak
and has recent AV signature files.

This test checks the version of the opere
system and service pack \&RBD 2009
was specifically designed towitbrkhe
Windows Security @amltich was first
introduced in Windows XP Service Pack
has been maintained in Windows XP x6.
EditionWindows Vistad Windows 7

This check ensures that the calling clien
a member of a trusted PC defimed withir

Risk

An unprotected client is highly pre
to infection by malicious cotlein
form of worms and viruses. While
mechanisms can also help mitiga
these threats, a defenagejoth
strategy should be adopted.

AV technology is based on signat
updates, thus an out of date AV
product is of limited value and shu
be keptp to datat all times to
provide adequate protection.

Windows XP SP2 introduces mar
security featuresiclasthe Security
Cente that form key components
secure PC base. PCs without SP
technologyn Windows i
susceptible to many well known
attacks and are fundamentally a |
secure platform.

Allowing ¥PNlient to accegsur
network from any locatiomin

Tocleamuarantine

AntiVirus must be
installed, active anc
up to datdf a
product restriction i
in place the specifi
product must be
installed.

Note: AV vendors
report thap to date
status of their
products in differen
ways, thus different
products may
produce varying
results.

Windows XP $SP2
Windows XP x64
Windows Visia
Windowsi3
required.

Note: Any other OS
SP level will halt
further checks.

VPNClienPQnust
beapredefined
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Security Check

Automatic update
statugPatch
settings)

Security Update
statugMissing
patches)

Windows IP
Routing status

Screen Saver
Security status

Detail
Active Directory

A key component of systems siscpaityh
management. Windows\#idows Visiad
Windows Ravethe builin ability to auto
update itself by detecting and downloadi
required updates directly from Microsoft.
Automatic Updates can be set to one of
states:

Automatic: Updates are downloaded ant
installed automatically.

Download: Auto download epaatd notify
you when they are ready to be installed.

Notify: You are notified when new updat
available but nothing is downloaded or
installed automatically.

Off: Automatic Updates are disabled.

This security check works in conjunction
the Automatic Update status check ahd
run if Automatic updates are enabled.

Updates from Microsoft have varying se:
ratings including, Critical, Important, Mol
and Low. Other updates that, key to the
considered mandatory but may not spec
fix a security issue.

Various versions of Windows have the a
be an IP based router which enables it t
communication between multiple networ
Thideature is disabled by default in Winc
XP. More information about IP routing in
Windows XP can be found here:

http://support.microsoft.com/?kbid=3152
http://support.microsoft.com/?kbid=1408

By default, Windows\iRdows Visiad
Windows do not require password protec

Risk
trusted systems potentially expos

your network to additional
vulnerabilities of ttiENlient PC.

Any PC that ispatched is
susceptible to attacktiAdirus and
personal firewalls can help protec
PC from being exploited due to a
known vulnerability and should be
considered a temporary solution \
the security update / patch is test
and deployed. Security updates /
patches should be maintaimeECs
to close known holes in software.

It is highly recommended that
Automatic Updates is set to at lee
Notify to create awareness of sec
updates.

Having a system for managing upt(
is critical i n
environments. However, it is also
to ensure that required updates a
actually installed on a PC accordi
a defined policy.

WinfrasofPNQ 2009%erifies the
PCs compliance against all publis
Microsoft updates using the Micrc
severity rating system. If an
organisation wishes to control the
own security update policy then
Winfrasof¥PNQ 2009will also
integrate with WSUS and verif@ tf
against the WSUS approved updi

Having this feature enabled on a
client poses a security risk to the
corporate network. Under certair
circumstances, it may be possible
route unsolicited traffic from the |
LAN, that the @bt is connectec
to, onto the corporate network.
Windows XP helps to protect aga
this risk by disabling the feature k
default.

Screen saver security may at first
glance appear to be unimportant,

Toclearquarantine

trustedsystem whict
is added as a
membeof your
trusted PC group ir
Active Dirtary.

Automatic updates
must not be
disabled, i.e. Auto
Updates must be s
to either Automatic
Downloadr Notify.

Note: If Auto Updat
are set to Notify a
warning is displaye
although the PC wi
not fail the
quarantine check.

All downloaded
updates, regardles:
of their severity
rating, must be
installed. In additiol
all updates with a
rating of Critical or
Important must be
installed regardless
of their download
status.

Note: Missing
updats with a statu
of Mandatory,
Moderate, Low or
unspecified will
produce a warning.

IP Routing must be
disabled.

Screen Saver
password protectio
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Security Check

WindowBirewall
status

3dParty Personal
Firewall status

Windows Firewall
File and Print
Sharing exceph
status

Internet
Connection
Sharing status

Custom security
checks via signec

Detail

screen savers, however, this can be ene
the user. This setting is maintained on a
user basis by Windows.

Another key seity feature of Windows XF
SP2Windows Vistad Windowssthe

Windows Firewall, which is now enablec
default. This feature was previously calle
Internet Connection firewall and was dis
by default. This security check will repor
status of the Windows Firewall and'fan
partypersonal firewalls if one is installed.

This security check will report on thefda
Jdparty personal firewall if one is installe

The Windows Firewall has the ability to
exceptions to allow some traffic into the
Winfrasol¥PNQ2009detects if the File an
Print sharing exception is enabled on the
firewall.

Note: This is only available when the Wi
Firewalk in use and is not available With
party firewall products.

Internet Connection Sharing (ICS) is a fe
of Windows X®indows Vistad Windows
that allows many PCs to share a single |
connection. Unlike the Windows IP routi
seting, ICS uses a NAT engine to route
This feature is disabled by default in Wir
XRWindows Visitad Windows 7

Security checks specific trgamisation ca
be custom created and the result of the

Risk

however, it helps to protect the P!
when the user has left it unattends
for a period of time. Good securit)
practice dictates that g$eek their
PCs when they are left unattende
however users do not always foll¢
such policies. Enforcing screen si
passwords is a method of
automaticallpckinghePCdesktop.

Many worms and viruses roam th
Internet looking for targets to infe
Infected PCs can in turn infect
corporate networks by bypassing
network firewalls using VPN
connections. Any system which
connects direcththe Internet, e.g.
VPN clients, should have some le
local firewall protection installed ¢
active.

Many worms and viruses roam th
Internelooking for targets to infeci
Infected PCs can in turn infect
corporate networks by bypassing
network firewalls using VPN
connections. Any system which
connects directly to the Internet, ¢
VPN clients, should have some le
local firewall protextiinstalled and
active.

The Windows Firewall can provid
excellent protection for a dMindXP
Windows Vistad Windows”TC,
however if it is ranfigured then it
value it reduced. A common
inadverteronfiguration error is thi
enabling of File and Print sharing
exception through the firewall whi
could allow unauthorised access
shared data on the PC.

As with IP Routing, under certain
circumstances, it may be possible
route unsolicited traffic from the I¢
LAN that the VHMNNt is connected
to onto the corporate network.
Windows XW®indows Visiad
Windows Itelps to protect against
this risk by disabling the feature
default.

Many organisations require additi
security controls and the presenc

Toclearquarantine
must be enabled.

Note: A warning is
displayed if the
screen saver timeo
setting is greater
than 15 minutes.

Either the Windows
Firewall must be
active or a¥party
personal firewall
must be installed al
activelf a product
restriction is in plac
the specified produ
must be installed.

Either the Windows
Firewall must be
active or a%party
personal firewall
must be installed al
activelf a product
restriction is in plac
the specified produ
must be installed.

There is no
requirement for this
setting to pass
quarantine. A
warning is displaye
if the File arRRfint
sharing exception i
enabled.

ICS must be
disabled.

The custom securit
check must executt
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Security Check
script

Legal Notice

Detail

fed back into the Winfrageft) 2009
Client package. To preventigsrd
tampering, these custom security check:
should be digitally signed.

The Legal Notice check is not a technolc
specific check. It is a human cordtavo
administrators to be sure that the user h
clear visibility of a remote access policy
connecting to the network from a remote
location. The user then has the option tc
confirm that they agree to the stated pol
they doat agree the remote connection v
be disconnected.

The Legal Notice is disabled by default ¢
only available in Enterprise Edition.

Risk
specific software in order to comg
with corporate policies.

Network access control best prac
and recent legislative compliance
policies (such as Sarbadegy etc)
place heay emphasis on an
administrator to ensure that anyb
connecting over network boundar
into private netwsgke informed
about the implications of doing sc

This should provide notice that or
authorised access is permitted ar
the prescribed usagéqy must be
adhered to. The information shou
clearly visible and should not be ¢
to be bypassed. Any acceptance
policy should be logged.

Toclearquarantine
and return a pass.

The user must click
on the 0l
button.

The result of the
policy acceptance i
logged on the VPN
server for future
referencer auditing
purposes
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Architecture &esign

There are many details to consider when designing a VPN soanaviPN quarantine adds
additional considerations. To help you decide how to best deploy VPN quarantine in your
environment this section will explain the quarantine process and discuss deployment designs.
These designs scenarios are not designed to be ptasgchut show how VPN quarantine

can provide real value and flexibility.

The VPN Quaranthecess

The following diagram outlines the VPN quarantine process:

3. Remote access
server authenticates the

user with the RADIUS
server against Active ADIUS Server Intranet
Directory Network

Resources
6. Grants access to
network resource

2. Creates tunnel
through public

Remote
1. Runs pre- Access Server

connection script 4. Grants access to

quarantine resources

Internet

5. Post-connection
script signals
compliance

DNS Server

VPN Client Web Server

1. TheWinfrasoftVPN-Q 2009client connects to the reste access server (ISA Seryer
using anL2TP/IPEC or PPTP VPN.

2. The remote access server authenticates the user against any directory service via
RADIUS or directly against Active Directory via domain membership.

3. The remote access server places the client in quarantine and runs detailed security
checks. These checks include checking for missing security updates, virus signatures and
personal firewall settings. While in quarantine, the client only has access to limited
resources which may include remediation services, to enable it to comphhevith t
prescribed security requirements, or an Intranet site.
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4.

Once the checks have completad! the checks are successtue clientdigitally signs

and sendshe resultgo theremote access serwshich verifies the cliers compliance

to the policy If the connection does not meet the requirements within the specified time
out period Winfrasoft VPN-Q 2009notifies the user antthe remote access servéhe
connection then remains active until the timeout expires or policy settings disconnect the
connectio.

If the remote access sendmems the client to be compliaittgrants appropriate access
to internalnetwork resource§ he a&cesdevel granted once quarantine has been lifted
can be further restricted by user name or gneithin ISA Serverfor grarular security
control.

VPN QuarantiBesignScenarios

Domain vs. Workgroup membership

TheWinfrasoftVPN-Q 2009server can be a member of a Windows Domain or a
Workgroup. ISA Servecanuse RADIUS to authenticate against Active Directory (or
another diretory service) withat requiring domain membership, however this is a slower
and more complex solution.

Winfrasoft highly recommends joining the VPN server to the domain so it can be ma&haged
secured via Active Directory Group Poli@and it can take advantageraitiveKerberos
authentication

[4 | Note
Although ISA Server can use RADIUS to authenticataiagt Active Directory,
you camot grant accessusing Windows groupsAccess can only be granted
directly to use accountsthus increasing administration complexity.

Usage of the quarantine network

A VPN quarantine network can have many uses. The most basic use is as a holding area that
has no access to the internal network where VPN client reside while security checks are run.

A more advanced use of a quarantine network is to provide limited access to internal
resources such are intranet sites, portals or applications; but not full network or server access.
This allows for external business partners or consultants to have lewciteds to the
networkwithout having to prove their health status to your network. It also allows your
managed machines which no longer comply with the required security policy to be able to
access a limited set ofsources.

To allow for these advancedes@rios theQuarantinel VPN Clientsnetworktimeout must

be set to a high value such&®100second$24 hours) as the default setting is to disconnect
guarantined clients after 600 seconds (10 minubegddition, the clients must be

configured not talisconnect the VPN when a security check fails.
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Deploymer8cenariolSA Server asieewalland VPN Server

ISA Server is used as a back end firewall to provide application layer protection for the
internal network. There can optionally be a perimatemfall in place that may have
previously been the primary packet filtering firewdtl this scenario, the ISA Server is a
member of the Active Directory domain to provide integrated authentication services for
inbound and outbound traffic.

External Network
(The Internet)

Optional
Perimeter
Firewall

ISA Firewall &
VPN Server

Internal Network

VPN Clients connect directly to the ISA Server using either L2TP/IPSEC or PPTP. ISA
Serveris then able to authenticate thes e aredestials directly against the Active Directory
domain.Once authenticated, the clients arageld into a virtual network called the
Quarantinal VPN Clientsnetwork ISA Server firewall rules can dictate what resources
users can get access to while their source network is that of the quarantine network.

Once the client PC has passed the requiredrigg checks then the ISA Server will move the
clientsd s our Qearant|mal WP Clikntshietworkto theWRN Clients

network where a different set of ISA Server firewall rules are applied. The firewall rules for
clients in thevVPN Clientsnework are typically more open thaules for clients in the
Quarantine VPN Clientsnetwork

ISA Server can also restrict VPN access to resources according to Windows username/group,
protocol or quarantine statuslthough ISA Server can use RADIUS to agitiicate users it
is not possible to grant access based on Windows groups via RADIUS.

There are many other scenarios that ISA Seraaroperate iwhich may involve custom
design and consultancy wotl implement
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Considerations

System Requirements

ClientSystem Requirements
The minimum system requirements the Winfrasoft VPN-Q 2009Client are:
1 Microsoft Windows XP:
o Professionalith Service Pack 2
o Professional x64 Edition
o Tablet PC Editior2005
o HomeEditionwith Service Pack 2
0 Media CenteEdition 2005
1 Microsoft Windows Vista:
0o Home Basic
0 Home Premium
o Ultimate
0 Business
o Enterprise
1 Microsoft Windows?7:
0 HomeStarter

0 HomeBasic

o0 Home Premium
0 Professional

o Enterprise

o Ultimate

1 Microsoft .NET Framewor.0 (SP1 recommendedy higher

[4 | Note
TheWinfrasoft VPNQ 2009 Clientmakes use of the Windows Security
Center which was introduced in &vice Pack 2 for Windows XP, thus
versions of Windows prior to this are not supported.
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Server System Requirements
The minimum system requirements the WinfrasoftYPN-Q 2009Server are:
1 Windows Server 20082 bit)
1 Microsoft .NET FrameworR.0 (SP1 recommendedy higher
1 Microsoft ISA Server
0 2004 StandardEnterprise Edition
0 2006 StandardEnterprise Edition

Languag®equirements

Client

TheWinfrasoft VPN-Q 2009Client supports multilingual configurations. Current supported
languages include:

1 English
1 French
1 German(available soon)

To simplify deployment, th&Vinfrasoft VPN-Q 2009client usesa single installation that

contains all the supported languages, there are no separate installations per language. There
is no configuration requéd to enable multiple languagdheWinfrasoftVPN-Q 2009

Client automatically detects the language ofdberating system it is running olfi the

operating system language is not natively supported then UK English is used.

Server

TheWinfrasoft VPN-Q 2009ServerManagelis compatible with multlingual versions of
Windows Server 2003, however it only avalin UK EnglishWinfrasoft have tested the
ServerManageron the English & German versions of Windows Server 2003, however
WinfrasoftVPN-Q 2009is not limited toonly these languages.

Although multilingual versions of Windows Server 2003 can be uedServeManagelis
ONLY compatiblewith the English version of ISA Server. N@mnglish versions of ISA
Server aré&NOT supported.

All configuration filesmake use of thelnicodefile format to support nestandard multi
lingual characters.
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General

LegaNotice
WinfrasoftVPN-Q 2009Enterprise Edition allows a network administrator to force the

display of a Legal Notice before the security checks are run on the client system. The notice

text and heading can lbeistomsed as required and Bsnforced byGroup Policy. The Legal
Notice is not displayed by default.

This computer s for the use of authorised users orly. Individuals using this
computter system without authority, or in excess of their authority, are subject to
having all of their activities on this system monitored and recorded by system
personnel. Inthe course of menitoring, individuals improperly using this system, or
inthe course of system may also be

I you agree to the above terms select "I Agree” below. If you do not agree to these:
terms select "l DO NOT Agree"

I f the user clicks the Al DO NOT Agreebo
action is logged on the ISA Seryand the VPN is immediately disconnected.

ClientAuthenticatiotypes

TheWinfrasoftVPN-Q 2009Client requiresat least one ahe followingclient
authentication types to be supported on the VPN Server:

1 PasswordAuthentication Protocol (PAP)
Challenge/Handshake Authentication Protq€&HAP)
Microsoft CHAP (MSCHAP)
Microsoft CHAP Version 2 (MSCHAP v2)
Extensible Authentication Protoc(EAP)

o Smart Card

= =4 =4 =4

o Client Certificate
o0 Other 2factorEAP Cliens

button
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VPN-Q 2009 has built in support for many authentication methods. The following table lists
the built in methods and the underlyiagthenticatiortypes used:

Authentication Method Authentication type used
Windows Authentication MS-CHAPV2
Standard Username and Password MS-CHAPv2, MS-CHAP, CHAP, PAP
Smartcard EAP
Client Certificate EAP
Aladdin eToken MS-CHAPv2
Gemalto Provita MS-CHAPV2
RSA Secure ID (EAP Client) EAP (requires RAS client to be installed)
SecurEnvoy SecureAccess PAP
Vasco VACMAN MS-CHAPv2
& | Note

The specific authentication properties are automaticalket in both ISA
Server and the VPN client when an authentication method is selected in the
VPNQ 2009 Server Manager

Server Authentication

When L2TP/IPSEC is used the VPN cliegnhtble to authenticate the VPN server (mutual
authentication). This is not possible with PPTP and is the main security benefit of
L2TP/IPSEC over PPTP.

Server authentication types:
1 Machine certificates
1 Manual and Autgre-shared keys

WinfrasoftVPN-Q 2009includes arauto preshared key feature to simplify the deployment
of L2TP/IPSEC without certificates. While pshared keys are not as secure as a certificate
based deployment, thgyovidean extra level of security protection above that of PPTP.

Userrights

TheWinfrasoftVPN-Q 2009Client can be installed on a PC withmaihimum offiuser

levelo privileges. Specific administrator rights are not required to install or rudRinN
client. Installation on Windows Vistand Windows s also supported witd AC (User
Access Control) enabled.

P

[4 | Note
Admini strator rights are requiLogerd
using diatkup connectio® f eat ure of Wi ndows i s

of Windows is used, Windowsiitially runs Winfrasoft VPN-Q 2009 under
Systemprivilege levels. As such aser is unable to install software that may
later run asSystem
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VPN unnel protocols

TheWinfrasoftVPN-Q 2009Client supports the following VPN tunnel protocols and
attemptgo connectin order:

1. Layer Two Tunnelling Protocatith IPSES(L2TP/IPSEQ
2. Point to Point Tunnelling Protocol (PPTP)

The connection order can be specified or a particular protocol disabled at the client side
completely.For additional securityhte VPN-Q 2009Client disable File and Print sharing
on the VPN network connection.

4 | Warning
Do not use the PPTP VPN tunnel protocol with PAP authentication as this w
result in NO encryptiorbeing used on the VPN tunnel. If you plan to use
PPTP it is recommended to usat least MS-CHAPv2 authentication for
security. If you require the useof PAP authentication theronly use
L2TP/IPSEC VPN which us8DES encryption. PAP authentication is
required bysome 2 factor authenticationsolutions.
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Deployment

Overview

This deploymentection assumes that tf#@A Serveris already configuretbr VPN access
and is able to accept incoming VPN connectidiss should be tested and confirmed prior
to installing VPNQ 2009.

4 | Note
This guide does not detail how to deploy basic VPN servic8ge the
Microsoft product documentation or theAdditional Informationsection at
the end of this guide for assistance in deploying basic VPN sees based
on ISA Server.

To fully deploy the VPN Quarantine solution the followihgtepanust be performed
(1) Deploy and onfigure basic VPMNervicesand test functionality
(2) InstallWinfrasoftVPN-Q 2009on the VPN server

(3) Review theWinfrasoftVPN-Q 2009configurationandcreatethe VPNClient setup
package

(4) Deploy the VPN client

NewPNQdeployments.Adding M¥Q tcexistingPN

WhenWinfrasoftVPN-Q 20009is first installed, the setup routine witly defaulf enable the
VPN Quarantine network in ISA Server. This simplifies new VPN deployments as it is
correctly deployed and secure by default.

If you have arexisting VPN solution based on ISA Server in place with VPN clients already
deployedit is recommendetb disable the VPN Quarantine Netwdrkmediately after
installingWinfrasoft VPN-Q 2009by Deselecting th&nable Quarantine Contrdick box

on theGeneraltab.

If the default settings are applied during setup, any existingte access users tiat not
have theWinfrasoftVPN-Q 2009Client installedwill no longer be able to connect to the
network, i.e. they will remain in quarantine. Thishaviouiis by design.

In this scenario it is recommended to instdlhfrasoft VPN-Q 2009leaving theVPN
Quarantine Network disabled (agntionedabove) and then deploy the new VPN client to
remote access users. During this intermediate stage new and oldvdlieetabk to
establish a VPN connectio®nce all users have théinfrasoftVPN-Q 2009Client installed
then theEnableQuarantine Controketting can be enabled on Beneraltab to enforce
guarantine.



22 Winfrasoft VPNQ 2009

Upgrading from \AAN2006 t@Vinfrasoft/PNQ 2@9

The upgrade process has been designed to be as simple as possible with little to no service
interruption. This is achievable because both M@I8006 andVinfrasoft VPN-Q 20® have

been designed to be run together on the same system without interf@taaesables you

to perform testing, a POC and a staged migration all on the same platform.

4 | Note

It is NOTpossible to upgrade a VPN server running VEN2006 on Windows
RRASWinfrasoft VPNQ 2009 requires ISA Server and no longer supports
RRAS.

Upgrade process overview:

(1) InstallWinfrasoftVPN-Q 2009 on the ISA Server running VREN2006.
a. During the Config Wizard for ISA Server do NOT remove the RQS rule.
b. All other WinfrasoftVPN-Q 2006 ISA rules will be migrated to the new
WinfrasoftVPN-Q 2009 famat which will still be compatible with VPN
2006 clients.
(2) Configure and custom client settings, e.g. branding etc. and createVeinfasoft
VPN-Q 2009 client setup package.
(3) Deploy the newVinfrasoft VPN-Q 2009 client to some test PCs and ensure the
connection works as expected.

(4) Deploy the newVinfrasoft VPN-Q 2009 clienand uninstall the VPN 2006
connecion, or enable théduto Upgrade VPN 2006 Client (Migrationpolicy setting

for a larger set of VPN) 2006 users, e.g. POC users.
2| ]

Setting | Explain I

ﬁ Auto Upagrade VYPN-O 2008 Client [Migration]

" Nat Configured
{* Enabled
" Disabled

Updele achen

Supported on: "Winfrasoft VPN-O 2006 Enterprise Edition Service Pac...
Previous Setting I Mext Setting I

’TI Cancel | Apply |

(5) Deploy the nev Winfrasoft VPN-Q 2009 clientor enable the upgrade of the VRN
2006 client for all remaining VPIQ 2006 users

(6) When all VPNQ 2006 clients have been upgradeesure the Config Wizard for ISA
Server to remove the legacy RQS rule.

(7) Uninstall VPNQ 2006 fom Add/Remove Programs.
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ISA Server Enterprise Edition consideration

WinfrasoftVPN-Q 2009fully supports ISA Server Enterprise Editidivhen installing
WinfrasoftVPN-Q 20090n an ISA ServeEnterprise EditiorArray the setup must be run on
each node athe arrayseparatelyThis is to ensure that tierver Manager arskrvices
settings are configured on each node.

The installation process is the same regardless of the ISA Server edition. HowaxeNthe
Q Config Wizard for ISA Serveeed only be runrothe first array member th#infrasoft
VPN-Q 20009is installed on to. This wikkreate the required rules in the array configuration
for VPN quarantine to operate correcfihe wizard does not need to be run again on other
nodesin the same arrags they share the sameayconfiguration. If the wizard is run again
on other nodethe settinggreatedon the first node will be displayed the wizardand if any
changes are magdiey will apply to all array membeoserwriting settings chosen dag

the installation on the first array member

Refer to the readme file for last minute installation information.
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Winfrasoft/ PNQ 200%ervemstallation

WinfrasoftVPN-Q 2009must be installed and configured on the VPN server to enforce the
guarantingestrictions. The installation maneed toaddrequired operating system
components ithey are not already installetthus Windows Server 2003 source fileay be
required A full list of required Windows source files is available onWmfrasoftsuppat

web page.

(1) To start thewWinfrasoftVPN-Q 2009installation from CDinsert the CD into the drive
and the installation will start automatically. If Autoplay is disabled thenthesetup
file located in the install folder:

install \ VPN Q 2009 Setup.exe

To start the/PN-Q 2009installation from a web download, extract the files from the
downloaded ZIP and run tleetup file as follows:

install \ VPN Q 2009 Setup.exe

This starts the setup wizard:
f_:,« Winfrasoft ¥PN- 2009 - InstallAware Wizard =)=l

Welcome to the Installation Wizard for
winfrasoft ¥PN-Q 2009

The Installation \Wizard wil install Winfrasoft WPN-0 2009 on
wour compuker,

{ WARNING: This program is protected by copyright law and
international treaties,

Ta continue, dlick Mext.

< Btk RS pem—

(2) Click Nextto continue
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’3« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |
Licence Agreement
Please carefully read the Following licence agreement., anfras 0 ft

Winfrasoft Corporation Licence Agreement f’

Updated 27 March 2008

1 INTRODUGTION

1.1 This Licence Agreement {"Agreement") is an agreement between
wou ("the Customer") and Winfrasoft Corporation ("Winfrasoft").

Please read these terms and conditions carefully before installing

any software and applicable documentation as they contain 4|

¥ 1 arcepk the terms of the licence agreement

SWinfrasaft

< Back. | Mext = I Cancel |

(3) After reading the licence agreemtelick | accept the terms of the licence agreenient
you agree to the terms, then clidiextto continue.

f:« Winfrasoft ¥PN-Q 2009 - Installaware Wizard i ] 52 |

Destination Folder

Select Folder where setup willinstall files, @infrasoft

change. .. |

Destination Folder
Required Disk Space: 6,077 KB
Remaining Disk Space: 57,2095 MB

“Winfrasaft

< Back | MNext = I Cancel |

(4) Select the required installation folder then cliéxtto continue.

’3« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |

Completing the Installation Wizard for
Winfrasoft ¥YPN-Q 2009

The Installation wWizard is now ready to configure Winfrasoft
YPM-C 2009 on this computer,

-

Winfrasoft

- Click Mesxt to begin configuration
| - Click Back to change settings

- Click Cancel bo exit

Cancel |

< Back.

(5) Setup is now ready to install, clitéextto continue olCancelto exit setup.
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f:.« Winfrasoft ¥PN-Q 2009 - Installaware Wizard P ] 5 |
Installing Winfrasoft ¥PN-Q 2009
The program features you selected are being configured. anfrasoft

Please wait while the Installation wizard installs wWinfrasoft YPN-Q
2009, This may take several minutes.

Skatus:
install.res, 1032, dll, 53% complete

SWinfrasaft

= Back | [t = |

(6) Winfrasoft VPN-Q 2009requiresthe WindowsConrection Manager Administration
Kit to be installed. If this is na@vailablethen thewindows Components Wizandll
load to install required Windows operating componenigs process is autaated.

a. If prompted, insert th&Vindows Server 2003 Cénd clickOK.

b. If the source files are not located on a CD provide a location to the Windows
source files and clicloK.










































































































































