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4 Winfrasoft Backup for ISA Server

Introduction

Winfrasoft Backup for ISA Servas thew o r | d @@nplifarice asdisaster recovery
solution forMicrosoft ISA Server

Backup for ISAServerhas been designed as a security product from the ground up to
seamlessly integrate witflicrosoft ISA Server installations. To date, there is no known
method for an administrator to fully backup and restore an ISA Senetuding
configuration andog data with no down time

Backupfor ISA Serveris an applicationdesigned for bitn Standard and Enterprise Editions
of ISA Server20042006 systemto:-

Backup and restore ISA Server Enterprise Edition configuration settings.
Backup and restore ISAeSr ver Enter prise and Standard edi
configuration settings.
1 Backup and restore Firewall log information of a staf@he server or all servers in
an enterprise array.
1 Backup and restore Web Proxy log information of a stlnde server or all seers
in an enterprise array
Websense configuration information (optional depending on the purchased licence)
IP configuration and IP routing data
Schedule backups to run daily, weekly or monthly.

f
f
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Considerations

Server System Requirements
The minimum systa requirements foBackupfor ISA Server are:
1  Windows 2003 Serveg32 bit)
1 Microsoft ISA Server
0 2004 StandardEnterprise Edition
0 2006 StandardEnterprise Edition
M  Microsoft.NET 2.0 Framework

Languag®equirements

Backup for ISA Server is compatible with mditigual versions of Windows Server 2003,
however, it is only available in UK English.

Although multilingual versions of Windows Server 2003 can be used, Backup for ISA
Server is ONLY compatible with the Engfh version of ISA Server. NeBnglish versions of
ISA Server are NOT supported.

All configuration files are in Unicode format to support retandard multlingual
characters.
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Technology

Winfrasoft has embraced the latest security industigdardecmologies from Microsoft
and othervendorsto produce a highly secure and feature rich solution.

Technologies included with Winfrasddiackup for ISA Server include
1 Managed codeBuilt on Microsoft .NET Framework 2.0
Authenticode signed binaries
Public / Rivate Key cryptography: Protects the integritybatckup archive
256bit AES Erryption (FIPS 197 compliant) on backup archive files

=A =4 =4 -4

PPMd compression for backup archive files achieving over 95% compaction on
average.

1 Soft-Token technology makes each amer installation unigeiand provides an
additional layer of archive protection

T Seamlessly integrates with Windowb6s Task Sc
Fully scriptable for use with other management or scheduling tools.

Backup for ISA Serkdrtions

Winfrasoft Backup for 18 Serveris available ir2 editions:
1 Backup for ISA ServeEnterprise Edition
1 Backup for ISA ServeStandard Edition

Each edition ispecificallydesigned to cater fahe appropriate version of Microsoft ISA
Server deployed within an organisation.

Backupfor ISA ServerStandard Edition is designed fase with Microsoft ISA Server
Standard Edition only

Backup for ISA ServeEnterprise Edition providefsill backup and restore functionality for
all nodes of a Microsoft ISA Server Enterprise Edition arfde log data from all array
members are included in a single backup archive and can be restored indiviiaciiyp
for ISA ServerEnterprise Editiortan also be used with ISA Server Standard Edition.

For those organisations that have Websense Entegurisebsense Web Security Suite
deployed on an ISA Server, Backup for ISA Server can also be used to backup and restore
the Websense configuration data in the same backup archive.

Licensing

WinfrasoftBackup for ISA Serveis licensed on a peserverbass for asubscriptiorperiod
of typically one, two or three years.

A licence file must be imported onto each server that the software is installedhemnyise
the application will not function. During the installation process you will be asked to browse
for your licence file or request a trial licence over the Internet.
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4 | Warning
Organisational information within Backup for ISA Server Licences isey k
component in the backup security process and, as such, the same licence

should be applied to all installs of Backup for ISA Server within the
organisation.

Keep your licence file safe tprevent unauthorised distributiorand
activation of Backup for ISAServer licences

All deploymentsrequire praluct activatiorto be performed, including evaluation
installations Trial licencesallow the full functionality of the product to be used with a
limited time period, typicallyl4 days from issue.

Note

|Zf Fordetailed information on the licence types please read the licence
agreement document available on the installation CD, during installatiaor,
in the programs folder on theserver.

Running a trial

A trial licence will allow youto make full use of the product during the validity period. You
can check thébout...screen to see how many days remaining are available.

When Backup for ISA Server is first installed, Licence Manager will assist you in either
installing a full licenceor applying for a trial licence. Backup for ISA Server is not able to
run without a valid licence file.

If your trial licenceexpires you can contact Winfrasoft and requests alicencefile or
purchase the software. When you receive a new licence youseathe Licence Manager
form the Start Menu to install the ndisencefile.

Licence Manager

The Winfrasoft Licence Manager is a tool that allows users to request and install trial
licences. It is also able to import purchased licences which repladectiees.

Licence Manager is first run during the installation process. It can be run again from the
Start, All Programs, Winfrasoft Backup for ISA Server, Licence Manmageu item.

4 | Note

Licence Manager requires HTTPS access to the Winfragudtivation servers.
Before starting this operation, please ensure that the appropriate firewall
rules have been configuredThiscan be configured by running Configation
Wizardfor ISA Serverand accepting the settings on the Access to Winfrasoft
page.
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Product Activation

Winfrasoft Backup for ISA Server requires product activation folicdhcetypes Product
activation has been included in Backup for ISA Server to help you keep track of your licence
usage.

Product activation is a fast and secure pssdhat is only done once per ISA Serer
Array. The activation process is automatically run when the application is first mn on
server. If activation fails for whatever reason the administrator will still be able to use
Backup for ISA Server for a fther7 days without having aistated the product. After the 7
day grace period has expirgdu will no longer be able to perform a backup, although a
restore operation is permitted.

Product activation is performed over a secure HTTPS SSL connectiorteotyhe

information transmitted during the activation process. The Winfrasoft activation server shall
return a unique activation code to the calling server which is stored locally. This activation
code is in turn checked each time the application stpreguring that it has a valid

activation code each time it is run. Thecteecking of the activation code does not require a
connection back to Winfrasoft and is an entirely local operation. If the activation code is
found to be invalid theerverwill attempt to reactivate with Winfrasoft, and if successful,
store the new activation code on tbeal server.

Eachserverdetected within an ISA Server Enterprise array will be automatically activated
by the server on which Backup for ISA Server is instalidbthe activation codes are then
stored on this server. Each array member will consume a licence from the purchased
allotment. Should you install Backup for ISA Server on another array member in the same
array it will also activate all the servers irethrray. In this case the Winfrasoft activation
server will reissue the same activation codes and thus will not use up extra licences.

A | Note
As each node in an ISA Enterprise array requires activation, please ensure
that the purchased licencequantity is sufficient to cater forall nodes in the
array.
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Deployment Scenarios

Overview

This deployment section assumes thati8# Server is already configureathd operational.

WinfrasoftBackupfor ISA Serverhas been designed to provide disaster recovery
cgpabilities for Standard and Enterprigdition deployments of Microsoft ISA Server.
Backup for ISA Server also provides backup and restore functionality for Websense
Enterprise andlVeb Security Suite instaltionson ISA Server. It is recommended that all
deployment scenarios are tested in a lab prior to a live deployment.

A | Note
Backup for ISA Server functionality is dependent on the installed licence file

Websense enabled licences are required to backup and restore Websense
Enterprise and Web Security $te configuration information.

Configuration Changes made to ISA Server

Backup for ISA Server requires certain access permissions in order to function correctly.
This section describes the modifications made to ISA Server during the installation process.
Naturally, all configurations changes comply with the lgastilege access methodology

and are removed during the uninstall process.

Should any of the Backup for ISA Server rules be removed, they caralpplied by
rerunning theConfiguration Wizardfor ISA Server.

et |

Object Computer Set
Name [Backup for ISA Server] File Servers
Description Contains the server information of the fileserver

used centralised backup storage area

Object Firewall Policy
Name [Backup for ISA Server] File Server Access
Description Allow 6 local hostd6 access to remote File
Definition Allow Microsoft CIFS(TCP and UDP) access from
6l ocal hostd to | SA c[BakupforéSA set ¢
Server] File Servers 0]

Dependencies Comput er [Eektp fodISA Server] File Servers 0
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Object
Name

Description

Definition

Object
Name

Description

Definition

Object
Name

Description

Definition

Dependencies

Object
Name

Description

Definition

Object

Name

Description

Definition

URL Set
Winfrasoft Activation Service

HTTPs URL address for access to \
activation server

https://activation.winfrasoft.com

URL Set
Winfrasoft Update Service

HTTP URL addresses for access to
server

http://update.winfrasoft.com/download/*

http://update.winfrasoft.com/xml/*

System Policy
Allowed Sites

Ensures this configuration group is Enabled; Adds
URL Set OWinfrasoft Activation Se
Set OWinfrapsdodttes Servicebd

Included
URL Set oOoOWinfrasoft Activation Se
URL Set O6Winfrasoft Updates Servi

Firewall Policy (Enterprise Edition Only)
[Backup for ISA Server] Intra Array Access

Allow the Array member running Winfrasoft Backup for
ISA Server to access resources on other Array
members.

Al'l ow Microsoft SQL(TCP and UDP)
Serversd to 6Array Servers?o

Firewall Policy

[Backup for ISA Server] File Server Access (Websense
Only)

Allow the Array member running Winfrasoft Backup for

ISA Server to access fileserver resource  access on

other Array members

Allow Microsoft CIFS(TCP and UDP) access from access
from O0Array SerovAerrsaldy tScerver sd


https://activation.winfrasoft.com/
http://update.winfrasoft.com/download/*
http://update.winfrasoft.com/xml/*
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Installing Bckup fotSAServer

WinfrasoftBackup for ISA Servemust be installed on

1 EachISA Server StandarBdition serveror
1 AtleastONE serverin eachlSA ServerArray.

Ef Note

You do NOT need to install Backup for ISA Serveroare than one server
per Enterprise Edition array-or backup redundancy, you may want to install
Backup for ISA Server on more than one server per array and alternate the
backup schedules.

(1) To start theBackup for ISA Serveinstallation from CDinsert the CD into the drive
Run the setup file located in the install folder:

install  \ Winfrasoft Backup for ISA Server Setup .exe

To start theBackup for ISA Serveinstallationfrom a web download, extract the files
from the downloaded ZIP and run the setup file as follows:

install  \ Winfrasoft Backup for ISA Server Setup .exe

This starts the setup wizard:
] 5

Welcome to the Installation Wizard for
Winfrasoft Backup for ISA Server

The Installation Wizard will install Winfrasoft Backup for I54
Server on your compuker,

f WARNING: This program is protected by copyright law and
inkernational kreaties,

Ta continue, click Mext.

= Back. Cancel

4 | Note

Ensure that the user profile that you have logged onto the ISA Sarwith
has administrative right and that the ISA Server firewall services are started

(2) Click Nextto continue.
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F,‘_-.'Win[rasoft Backup for ISA Server - InstallAware Wizard P ] 5 |

Licence Agreement =
Winfrasoft

Please carefully read the Following licence agreement.,
E

Winfrasoft Corporation Licence Agreement

Updated 27 March 2008

1 INTRODUGTION

1.1 This Licence Agreement {"Agreement") is an agreement between
wou ("the Customer") and Winfrasoft Corporation ("Winfrasoft").
Please read these terms and conditions carefully before installing

any software and applicable documentation as they contain 4|

¥ 1 arcepk the terms of the licence agreement

SWinfrasaft
< Back. | Mext = I Cancel |

(3) After reading the licence agreement clickccept the termsf thelicence agreementf
you agree to the term€lick Nextto continue.

¥ Winfrasoft Backup for ISA Server - InstallAware Wizard i ] 52 |
Destination Folder 3
Select Folder where setup will instal files, Winfrasoft

Inskall Winfrasoft Backup far IS4 Server to:

|C:1Program Files\winfrasoft Backup for IS4 Server change. .. |
Destination Folder
Required Disk Space: 1,389 KB
Remaining Disk Space: 1,199 MB

“Winfrasaft
Cancel |

(4) Browse to the folder where you wish to install the Backup for ISA Server sofoware
use the default (recommendeéinsure that the destination drive has sufficient disk
space for the applications installation.

Click Nextto continue.
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H‘ nfrasoft Backup for ISA Server - InstallAware Wizard == 5[

Completing the Installation Wizard for
Winfrasoft Backup for ISA Server

The Installation wWizard is now ready to configure Winfrasoft
Backup For ISA Server on this computer,

- Click Mesxt to begin configuration

- Click Back to change settings

- Click Cancel bo exit

infr&soft

< Back.

H Mext = I Cancel

(5) Click Nextto contnue.

rasoft Backup for ISA Server - InstallAware Wizard i ] 52 |

Installing Winfrasoft Backup for ISA Server
The program features yau selected are being configured. anfrasoft

Please wait while the Installation Wizard installs Winfrasoft Backup far
ISA Server. This may take several minutes,

Skatus:
netfx.msi, 74% complets

“Winfrasaft

< Back | [dext = |

The application files are copied.
=lol=

Installing Winfrasoft Backup for ISA Server
The program features you selected are being configured. Winfrasoft

Please wait while the Installation wwizard installs \Winfrasoft Backup For
ISA Server. This may take several minutes,

Skatus:
Instaling wWinfrasoft Backup for 154 Server

SWinfrasaft

= Back [t =
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The Config Wizardor ISA Server willstart. This wizard helps you to configure your
ISA Server for use with Backup for ISA Server.

Winfrasoft Backup for ISA Server x|

Welcome to the Config Wizard for
ISA Server 2006 Enterprise Edition
Thiz Wizard will guide you through the pracess of creating the

required iles in 1S4 Server 2006 Enterprize Edition for \Winfrasoft
Backup for 154 Server to cormectly function in your environment.

If just & few clicks pou can configure |54 Server 2006 to allow
the conect level of access required.

To continue, click Nest.

< Back Cancel
(6) Click Nextto continue.
Winfrasoft Backup for ISA Server |
File Server Access o=
Do wou wish to grant access to File Servers? 3 3 ]

Access may be required from the 154 Server to a File Server to enable saving
of backup files remately. ‘without this access backup files may only be able ta
be created locally unless access to the server already exists.

¥ Allow access to File Shares on server

Filz Server Mame:

|fileserver.mycompany.com

Filz Server IP address:
J132.168.0.1

< Back Next > Cancel

4 | Note

If you intend to store backup archives on a remote server, ISA Server will
require a firewall rule to allow access to the file server. If you do not have thi
required firewall access to the remote file server, then backup archives can
only be stored local. If there is an existing ISA Server rule that allows the
localhost access to remote file servers then this step does not have to be
performed.

(7) If required, tick theAllow access to File Shares on serbeix. Enter the actual host
nameand thelP addres®f thefile serverthat will store backup archives.
Click Nextto continue.
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Winfrasoft Backup for ISA Server |
Access to Winfrasoft S
Do pou wish ta grant access to Activation and Update services? s ¥ |

The 154 Server may require access to the Winfrasoft Activation service and
the Winfrazoft Update service to check for new updates. These connections
are made via HTTP/HTTPS and make use of the 154 Server web proxy
engine. The "Allawed Sites” Systern Policy will be updated accardingly.

¥ Enable HTTP %/eb Proxy on port 8080 for the Local Host network
¥ Allow access to Winfrasoft Product Activation [Fecommended)

¥ Allow access to Winfrasoft Update [Recommended)

< Back Cancel

& | Note
Backup for ISA Server may require access to the Winfrasoft Activation and
Winfrasoft Update servicegor activation, trial licence generation and
updates. All informatiortransmitted for licensing and activation purposes is
128bit SSL encrypted

(8) Select the required options and clidkxtto continue.

Winfrasoft Backup for ISA Server |
Intra Array access a3
Do pou wish ta grant access to backup data within the arrap? 3 ¥ |

The 54 Server will require access to the ather servers in the aray in order ta
back up data stored on them during the backup process. If these options are
not selected, data stored on other array members can not be backed up.

¥ Enable Intra Array SOL access to log data [may require service restart)

™| Enable [ntra Amay SHEB aecess to'webserse configuration

Mote: Thesze options are only available on IS4 Server Enterprise Edition

< Back Cancel

Ef Note

When installed on ISA Server Enterprise Editiddackup for ISA Servewill
require access to theSQL database datan other array members in order to
back it up. The MSDE instances on the array members will be required to
support TCP/IP connections.

Access to file shares will also be required to allow for the backup of the
Websense configuration (if installed).

(9) Select the required options and cligkxtto continue.
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Winfrasoft Backup for ISA Server |

The Config Wizard for ISA Server
2006 Enterprise Edition has Finished

Thank pou far using the Config \wizard for [SA Server 2006
Enterprize Edition

Your 154 Server 2008 configuration requirements have been
gathered and are ready to be applied.

To apply the changes click Finish.

Cancel |

< Back

(10) Click Finishto close the Config Wizard for ISA Server.

Saving Configuration Changes
Checking MSDE configuration in the Array. oK

saving Configuration Changes

(7} The changes were saved to the Configuration Storage Server server. ak

Check configuration status to ety that changes were applied ta all aiay
members.

Changes applied (o the configuration do not impact eisting client
cannections

(11) The changes are made to the MSDE and ISA configuration. Olicto close.

The Licerce Manager will load to allow you to configuring ydigence
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f,‘ Winfrasoft Licence Manager - Backup for 15A Server

(12) If you already have a purchased liceriile selectmport a purchased licence filnd
enter the full path to the licea file, or clickB r o w $odoéate it.If you do not have
a licence file skip to step 15.

% Winfrasoft Licence Manager - Backup for 1SA Server

(13) Click Applyto import the seleed licence
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tx Winfrasoft Licence Manager - Backup for 15A Server

Please select your preferied licensing option, complete the relevant details and click N
Apply.
& [mport & purchased licence file /

= Bequest a Tiial Licence over the Intemet (secured with SSL

Import 2 licence

Licence file to impart:
C:h\Documents and Settings\Administrator.| SALAB \DesktophEnterprizeSCall vearLicence. Lic

Browse..

—Fiequest a tial licence:

Title: -

First Name: | Last Name: [
Company Mame:
Street: County: [
Post Code:
ity | Courtry: | =l
Emil Address: | Tel Humter: |

Mumber of Servers; |2 3: How did pou find us? -

o

NENNNNNENNNNEENNEENE status: Licence successfully installed,

(14) Click Closewhen done.

(15) If you already have a purchasedicencefile skip to step 18 If you do not have a
licence file selecRequest a Trial Licare over the Internet (secured with S&hyl

enteryour details.

Please select your prefened licensing option, complste the relevant detsils and click )
Apply. @

" Import a purchased licence file:

* Request a Trial Licence over the Intemet (secured with S5L)

x|

—Import & licence

Licence file ta impart:

Browse.

[ Request a trial licence

Title: | pdr -

First Name: [Bob LastName: [Smith
Company Name: lAcmelnc—
Street [1 Oxford Street County: [London
Post Code: w18 2
City: [London Countiy: [United Kingdom |
Email Address: Ibub_sﬂ’“lh@acmeJng Tel Mumber: |+44 (0)208-123-4567

Number of Servers: |2 3: Haw did you find us? | 'winfrasoft Staft =

Apply Closs

Status:

A | Important

Please enter validdetails when applying for a trial licence as this information
will be included in your licence file and will be written in each backup log.
This information will also be used to generate a full licence if purchased.
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(16) Click Applyto request and install a trial licence.
|

Please select your prefered licensing option, complete the relevant details and click

Apply. %;9

& Import a purchased lizence file

& Request a Trial Licence over the Internet (secured with S5L)

Import 2 licence

Licence file to impart:

Browse...

—Fequest a trial licence

Title: [dr -

Fist Name: [Fiob Last Name: [Smih
Compary Marne: lAcmeInc—
Steet [1 Oxford Stiest County: |Londun
Post Code: |w/18 2
Ciy: [London Country: [Urnited Fingdom =l
Email Address: Ihnh smith(@acme.inc Tel Murnber: |+44 (0)208-122-4567

MNumber of Servers: |2 3: How did you find us? | 'Winfrasoft Staff e

HENENENNENNNENNEENEN status: Trial licence successfully installed.
(17) Click Closewhen done.
The main setup wizard returns.
I [ 5

Completing the Installation Wizard for
Winfrasoft Backup for ISA Server

‘ou have successfully completed the Installation Wizard For
Winfrasoft Backup far ISA Server,

=

Winfrasoft

¥ Run Winfrasoft Backup for IS8 Server now

Ta dose this wizard, click Finish.

= Back. | Finish I Cancel |

(18) Deselect th&kun Winfrasoft Backup for ISA Server nibwou do not want to start the
application now.

Click Finishto complete the setup
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Removing Bagkdior ISA Server

Toremove Backup for ISA Server from your ISA Seriregert the CD into the drive and the
maintenancenistalation processvill automaticallystart

To removeBackup for ISA Servefrom your ISA Serveimsert theCD into the drive Start the
maintenanceristalltion procesdy running the setup file located in the install folder:

install

\ Winfrasoft Backup for ISA Server Setup .exe

Alternaively, the Uninstall process can be initiated using WindAwad or Remove Programs
in Control Panel. In the list of applications installed on the ISA Server, highigiftasoft
Backup for ISA Servend then clicRemove

(1) The installation wizard wilktart in maintenance mode:
e
h Welcome to the Installation Wizard for
* Winfrasoft Backup for ISA Server

c Flease choose a maintenance operatian ta perform:
' {~ Modify Available Options
‘kl {~ Repair Application
|
&
§
To continue, dick Mext.
= Back | MNext = I Cancel
(2) SelectUninstalland clickNext
Il

-

Winfrasoft

Completing the Installation Wizard for
Winfrasoft Backup for ISA Server

The Installation ‘Wizard is now ready to configure Winfrasoft
Backup For ISA Server on this computer.
- Click Mext to begin configuration
| - Click Back ko change settings

- Click Cancel bo exit

Cancel

(3)

Click Nextto continue.
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F,"_i'Win[rasoft Backup for ISA Server - InstallAware Wizard P ] 5 |

Installing Winfrasoft Backup for ISA Server

The program features you selected are being configured. qvinfrasoft

Please wait while the Installation Wwizard uninstalls Winfrasoft Backup
Far 154 Server. This may take several minutes,

Skatus:
Instaling wWinfrasoft Backup for 154 Server

SWinfrasaft

= Back | [t = |

The removal process will remove all ISA rules and objects created by the
Configuration Wizard.

Saving Configuration Changes

”\/ Changes to the configuration were successfully applied.

Changes applied to the configuration do not impact existing client
conhections:

(4) Click OKto continue.
x|

\?/I ‘Would you like to remove the currently installed licence file from this computer?

If a licencefile was found you will be asked if you would like to remove it from the
system. If you plan to reinstall Backup for ISA Server you may wish to leave the
licence file on the server, otherwise it can be removed.

(5) Click eitherYesor No.
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(6) Click Finishto compleé the setup.

4 | Note

The uninstall process will not remove any created Backup for ISA Server
backup files.



