SSL VPN and Web Portal with
2 Factor Authentication

Winfrasoft.

UAG Appliance

Swivel PINsafe Edition

Simple and secure
remote access to all
my applications
from anywhere
with a One
Time Code.
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The Winfrasoft Gateway Appliance enables
organisations to access resources on their corporate
network from any location, using a variety of devices,
while remaining confident that it will be done in a safe
and secure manner.

By utilising a combination of connectivity options, ranging from
SSL VPN to DirectAccess, as well as built in rules and policies, Unified Access
Gateway (UAG) provides centralised and easy management of an organisation's
complete anywhere access offering.

The pre-integrated Swivel PINsafe One Time Code solution adds a strong 2FA
authentication layer to UAG via SMS/TEXT messages or a phone application to
reduce the costs of traditional tokens. The TURing 1 % factor system is even simpler
to deploy and provides much greater security than passwords alone. The tight
integration with UAG caters for single box or multi box deployment scenarios, as
well as easy Active Directory setup.
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SSL VPN and Web Portal with

2 Factor Authentication

Gain access to a specific network by using different

types of end-point devices such as kiosks, PCs, and
mobile devices, via a standard web browser over a
secure SSL-VPN tunnel. Remote client access is secured
by an integrated network perimeter defence system
and users are strongly authenticated using a One Time
Code. Microsoft Forefront UAG 2010 is the
recommended platform for securing SharePoint and

Exchange.

Winfrasoft UAG with PINsafe provides...

Flexibility

Secure, browser-based access to
corporate applications and data from
more locations and more devices with 1
5 or 2 Factor authentication options.

Integrated Security and
Asset Protection

Integrated application protection and PIN
authentication engine helps ensure the
integrity and safety of network and
application infrastructure by blocking
malicious traffic and attacks.

Simplified Management
Comprehensive policy enforcement helps
drive compliance with legal and business
guidelines which require information
usage criteria to limit exposure and
liability when accessing sensitive
corporate data.

SMB Small
Model UAG-1500

CPU Intel Core 2
Duo Xeon

RAM 4Gb DDR3

Hard Drive 1 x 160Gb 2 x 160Gb

Hot Swap No No
3 Year NBD

Warranty

UAG-3500
Intel Quad Core Intel Quad Core Intel 2 x Quad

4Gb DDR3 8Gb DDR3

3 Year NBD

Swivel PINsafe with
Forefront UAG

PINsafe's single channel web-based
solutions are ideal for protecting UAG
portal pages publishing, Outlook Web
Access (OWA) and SSL VPNs. It is a simple
to use and effective alternative, or
addition, to vulnerable username and
password authentication.

The core of the solution is the Swivel one-
time code (OTC) extraction protocol
whereby a user is sent a security string,
the user then combines this security string
with their PIN number to derive a one-
time code. They then use this one-time
code to authenticate themselves.

Delivery
Available on the TIER-1 platform of
choice.

Medium Enterprise
UAG-6500 UAG-9500

Xeon Core Xeon
16Gb DDR3

2 x 146Gb SAS 4 x 146Gb SAS
Yes Yes

3 Year NBD 3 Year NBD

Unlike competitive appliance vendors, all Winfrasoft appliances can be upgraded
by customers without voiding the warranties, providing that the original vendor

hardware is used.
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How it works

PIN'2 4 6 8

Security String 5173920648

One-Time Code 4
(0TC) 1 3 2 6

Winfrasoft

Atrium Court, The Ring,
Bracknell, Berkshire,
RG12 1BW
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