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Backup for ISA Server

Winfrasoft Backup for ISA Server is the world’s first complete backup solution designed specifically for Microsoft ISA
Server. It allows ISA Server administrators to backup & restore their ISA Server configuration and log data on a
scheduled or manual basis. Backups are performed by running a simple wizard and backup archives can be saved
directly to remote file servers for off box storage. Backup archives are highly compressed and encrypted for efficient
storage and maximum security.

Whether you are running a large ISA Array or a single ISA Appliance, Winfrasoft Backup for ISA Server is the ideal
disaster recovery solution — a necessity for any ISA Server deployment!

Major Features / Edition Standard Enterprise \
Backup of ISA Server cor}figura_ltion v v Includes support for
Backup of ISA Array configuration - v :
Backup of ISA Enterprise policy - v S Websense Enterprise
Backup of Firewall logs v v & Web Security Suite
Backup of Web Proxy logs v v ~7 onlSA Server!
Backup of IP and Routing information v v —_—

Backup Array log data from a single server - v ~

Scheduled backup jobs v v

High security - AES 256bit encryption v v

Small size - PPMd compression (over 95%) v v

Central network storage of backups v v

Supports selection files v v
Command line interface for scripting v v T,

Slick .NET based Wizard driven user interface v 4 \gm;mm

ISA Server 2004 and 2006 support v v | Sorwiv S0t

Native support for Websense Security Suite* v v ~—

*Websense support is an optional extra.

Deployment of Backup for ISA Server has been designed to
be as simple as possible. The installation routine is based on
Windows Installer 3.0 MSI technology. The installer and all
binaries are digitally signed for security. The ISA ol btevepae s menises oz i
Configuration Wizard guides you through the process of e
setting up ISA Server for the various Backup requirements.

Note: These options are ol availeble on 15¢  Fi

= )

Access may be required fiom the 154 Server to a File Server to enable saving
7 of thioui thi be able o
[

Ongoing Management is aided by: e e
° Sma” and secure backup archive fi|es 19 Eniabls HT TP Web Presy o peit 8080 ot the Local Hot network
. . [V Allow access to Winfrasoft Praduct Activation (R ecommended)
Windows Event Log logging
Central storage of backup archives
Diagnostic logging for troubleshooting
Auto update notification and upgrade

IV Allow access to Winfrasoft Update (Recommended)
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v Non-intrusive “online” backups
with no down time

¥ winfrasoft Backup for ISA Server |

Schedule detail [
Specify how pou would like your schedule to nn. 3

v" Double click restore and fast server
recovery time

Select the time and day you want this backup to start.

v AES Encryption and PPMd o —= et
compression technologies S & EyayDa
[12/0572008 2] CoEvey [ = das
v Low priority thread usage x|
ltems to backup [
v Use Windows task scheduler or Select which items to include in this backup selection. _.%

Mest >

< Back

separate scheduling tool

‘You can backup any combination of the fallowing:

v/ Command line scriptable with XML
selection files

¥ The 154 Anay / Server Configuration [Rules, Protocols, Networks etc]
I=| The 154 Enterprise Configuration (Fules, Frotocols, Hetworks ete)

¥ The 154 Server web Prow Logs

v" No clear text password left behind
in files

¥ The 154 Server Firewall Logs

% winfrasoft Backup for 1SA Server x|

@nfrasoft Fl’erlorming Backup...l

- Preparing Backup job... Done. ;I
- Backing up 1S4 arap/Server Configuration. . Done.
- Backing up |54 Firewall logs..

Added log from ¥PCO01 for 10/06./2008

Added log from ¥PCO0T for 11/06./2008

Added log from YPCO01 for 12/06./2008

v" Windows Explorer shell integration

v" Built on Microsoft .NET Framework
2.0 — no Java or ActiveX!

v' Perfect for ISA migrations

- gng[ng up |54 web Proxy logs. .
v" |deal for Audit reviews on a non-
live server environment

=
v VeriTest tested for ISA Server

< Back Erish | [ D= |

Like Microsoft Exchange Server and Microsoft SQL Server, Microsoft ISA Server is a specialised product which makes
use of different storage technologies including the Registry, ADAM (LDAP) and MSDE (SQL).

A traditional file based backup system is not able to backup an ISA Server as the logs are stored in an open database,
and the rules are not stored in flat files. Scripts could be written to export the ISA configuration to a file however this
method has serious security flaws as there is no password security. In addition, this does not cater for the MSDE log
data. SQL command line tools with custom scripting could be used to export SQL data from MSDE, however these
exports are very large and would have to be run on every server in an array. Furthermore, these SQL exports do not
allow for restoring the data directly back into ISA Server thus the ISA MMC log viewer cannot be used to access the
information - not suitable for disaster recovery.

Winfrasoft Backup for ISA Server simplifies these and other issues by providing a complete, easy to use solution for
backing up an ISA Server. Backup archives are output as a highly compressed single file to cater for large log
databases. The archives also use strong 256bit AES encryption to protect the configuration and sensitive log
information. An entire ISA Server Array can be backed up to a single file, including the logs from all the servers. The
data from one or more servers can be restored to a single server for recovery or log analysis purposes.
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