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Introduction

Your Winfrasoftapplianceis factory prepared to protect corporate networks and allow
secure Internet access. This installation guide is designed to help you with the initial Setup
process. We highly recommend that you follow all of the instructions in this document.

TheWinfrasot applianceincludes various wizarde aid the deployment procelsg
assisting with network adapter configuratit®A Server rule creatioand Websense setup
(where applicable)

Appliance USB SticbVD

TheWinfrasoftapplianceis accompanied by a botia USB stickk DVD which can be used
to:

(1) Factory reset the appliance
(2) Restore a network based backup image

Deployment Overview

In a few minutes you shall have a fully functiofaA deployment.

(1) Unpack and rack the appliance

(2) (Recommended) Complete tiéinfrasoftAppliance Network Configuration Sheet

(3) Connect the appliance cabEXCEPT the Ethernet cables

(4) Power upthe appliance

(5) Run through the appliance configuration wizards connecting the network cables as you

go.
(6) Your Done!
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Deploying the appliance

Connecting Network Cables

As there are various modelsWinfrasoft Appliance with varying hardware types and
numbers of network cards the physical ports are not labeled on the back of the appliance.

Appliances with3 Ethernet ports support:

1 ExternalConnection
1 Internal Connection
1 DMZ1 Connection

Appliances with 4 Ethernet ports support:

i External Connection

9 Internal Connection

1 DMZ1/HeartbeatConnection
T DMZ2 Connection

All the appliance ports do not have to be used and a single network indefslogment is
supportedor Web Proxy scenario@ this case only the Internal card should be configured.

To help you determine which physical Ethernet ports correspond to which logical network
the Winfrasoft Appliance Configuration Wizahdis been desigad to dynamically update the
status of each network. When configuring the External Connection, for example, ensure that
the wizard is displaying the External Connection status, then connect the External Ethernet
cable to the first port on the applianceaffer a few secorathe status does not change from
disconnected then move the cable to the next Ethernet port until the status changes. Repeat
this process for each network connection until all required cables are connected.

Initial setup

When the appéince is first switched on you will need to logon. The default credentials are as
follows:

Username: Administrator
Password: Pa55wO0rd

Note

The password contains the character zero and not a capital letter. The
password is case sensitive and starts with aapital P. This is to comply with
Windows password complexity requirements.

Important: Change the password as soon as possible!
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TheWinfrasoft Appliance Configuration Wizavdll startautomatically on firstogon This
wizard can be rerun at any time via the shortcut on the desktop or in the starfTheenu.
wizard helps you to configuithe network adapterdSA server networks, name resolution
and monitoringon yourWinfrasoftappliance

“ Winfrasoft Appliance Configuration Wizard x|

- Welcome to the Winfrasoft
@nfrasoft

Appliance Configuration Wizard

- This ‘Wizard will help pou configure the 1S4 Server 2006

--- Enterprise Edition Appliance for your enviranment.

To contirue, click Hext BT
< Back I Meat > | Cancel I

(1) Click Nextto continue.

4 | Action

Connect the Ethernet cable for your External network. Ensure that onscreen
image shows that the adapter is connected

~ winfrasoft Appliance Configuration Wizard x|

External Connection TCP/IP Settings -
Configure the TEF/IP seftings for your Extemal Netwark Connestion pe |

Connection Status: Network is connected
J Interface: Intel 21140-Based PCl Fast Ethemst Adapter (Generic)
" Dbtain an |P address automatically

* Uze the following IP address:

IP address: m. 0. 0. 1
Subnet mask: 255,285 285, O
Default Gateway: m. 0.0 . 254

™ Do not configure an Extemal Network Connection (Mot recommendsd)

< Back I Mest > I Cancel

4 | Note

If yourWinfrasoftappliance is designed to operate with only 1 network
adapter, selectDo not configure an External Network Connection.

(2) If your External Network adapter will receive its IP address from a DHCP server,
selectObtain an IP address automatically.your network adapter has a static IP

addresgrecommended)enerthe IP addres§ubnet mask and Default Gateway in the
appropriate area€lick Nextto continue.

4 | Action

Connect the Ethernet cable for your Internal network. Ensure that onscreen
image shows that the adapter is connected
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~ winfrasoft Appliance Configuration Wizard x|

Internal Connection TCP/IP Settings -
Configure the TEPAP settings for your Intemet Network Connection pe |

;ﬂ Connestion Status: Network is connected
L) intettace: Intel 21140 Bassd PO Fast Ethemst Adspter (Gensiic)
e )

" Dbtain an |P address automatically

* Uze the following IP address:

IP address: 172.16 . 0 . 1

Subnet mask: 255.285. 0 . 0
Default Gateway: .

< Back

Concel |

(3) If your Internal Network adapter will recat its IP address from a DHCP server, select
Obtain an IP address automatically.your Internal network adapter has a static IP
addresgrecommendedenterthe IP address, Subnet mask and Default Gateway in the
appropriate areas. Clidkextto continue

[ | Action
Connect the Ethernet cable for your DMZ 1/Heartbeat network. Ensure that
onscreen image shows that the adapter is connected

~ winfrasoft Appliance Configuration Wizard x|

DMZ 1 { Heartbeat Connection TCP/IP Settings -
Configure the TCF/IF settings for your DMZ 1/ Heartbeat Network Connestion. |

\'L;‘gj Connection Status: Network is connected
‘_! Interface: Intel 21140-Based PCl Fast Ethemet Adapter (Generic)

 Obtain an IP addhess automatically

" Uze the following IP address:

IP address: 1.1 1 1

Subnet mask: 255,285 286, O

¥ Configure as Heartbeat Network
I~ Dr ot cafiguie 2 DMZ 1 7 Heartbest Metwork Conmection

cBack [ Mews | Concel |

(4) If your DMZ 1/ Heartbeat Network adapter will receive its IP address from a DHCP
server, seledDbtain an IP addresautomatically.If your DMZ 1/ Heartbeat network
adapter has a static IP address (recommended), enter the IP address and Subnet mask in
the appropriate areas.
If you wish to use this network adapter as the Heartbeat network Gelefijure as
Heartbeat Nework. If this network adapter is not selected as the Heartbeat network,
then the Internal adapter wild/l be used as t hi
SelectDo not configure a DMZ / Heartbeat Network Connectidfnyou do not have a
DMZ or Heartbeat networkClick Nextto continue.

A | Note
Heartbeat Network configuration is only available on ISA Server Enterprise
and Branch Edition deployments. On ISA Server Standard deployments, the
Configure as Heartbeat Network optiowill not be available.
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A | Action
Connect the Ethernet cable for your DMZnetwork. Ensure that onscreen
image shows that the adapter is connected.

~ winfrasoft Appliance Configuration Wizard x|

DMZ 2 Connection TCP/IP Settings -
Configure the TCPAAP settings for your DMZ 2 Network Connetion il

J}’lg Connection Status: Metwark cable is discannected
‘_--l

Interface: Intel 21140-Based PCl Fast Ethemst Adapter [Generic)
3 Mbtain an [P addiess automatically

Uze the fallowing [P address:

IP address:
Subnet mask: .

¥ Do not configure a DMZ 2 Network Connection

< Back

Concel |

(5) If your DMZ 2 networkadapter will receive its IP address from a DHCP server, select
Obtain an IP address automatically.your DMZ 2 network adapter has a static IP
address (recommended), enter the IP address and Subnet mask in the appropriate areas.
SelectDo not configure a DM2 if you do not have a DMZ network. Clidkextto
continue.

~ winfrasoft Appliance Configuration Wizard x|

DNS Server configuration -
Select alocal DNS service or specify remote DNS servers sl

The Appliancs requires access to DN services for name resolution purposss. You can
specify to use the local DNS service or use remots DNG servers

" Local DNS Service with Roat Hints and DNS cache

Uze the following remote DNS Servers:

Preferred DNS server .
Alternate DNS server: .

Tip: You cah use the local DNS service and configure domain
specific (2.0, for Active Directory] or global forwarders.

<Back Concel |

(6) If you plan to use the DNS Server service onappliance to benefit from DNS
caching and conditional forwarding, selécical DNS Service with Root Hints and
DNS cachelf you plan to use a remote DNS server only, sdlsd the following
remote DNS Serverption and enter the IP address of the prinzard alternate
remote DNS servers. Clidkextto continue.

4 | Note
The DNS Server address fields will be disabled if you have selected to use
DHCP on your internal network adapter
When statically assigning DNS servers, thdternate DNS servefield is
optional and not required.
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“_ Winfrasoft Appliance Configuration Wizard 5[

Set the name of the Appliance
Change the Windows computer name of the Applhance b |

g)g Curtent compuler name: VPCOOT

" Keep the current computer name
* Change the computer name:

Enter the new computer name for the Appliance

Mewh ame

Mote: After this wizard completes the Appliance will reboot for the
new computer name to take effsct. This wizard wil automatically
restart after the reboot.

<Back [ Mews | cancel |

(7)

»

o

“ Winfrasoft Appliance Configuration Wizard x|

Winfrasolt Monitoring Agent
Istall, Enable or Disable the Winfiasot Moritoring fgent B |

The Winhasolt Moritaring Agent maintains a connection between this Appliance and the
Intermet to allow for software updates, alerts and remate support.

If you plan to change the name of your ISA Server, s€beinge the computer name
and enter the new name for the appliance. Qliektto continue.

Note

You ISA Server appliance will need a reboot when the name of the device
changes. After the appliance restarts, the wizard will continue from this
screen.

" Disable infrasoft Monitring Agent

Current Agent Status:
'l

v Monitaring Status: Mat installad

< Back I Mext > I Cancel I

(8)

Winfrasoft Appliances include monitoring agent which is designed to manage
software updates, providemote support and configure alerts. Selatible
WinfrasoftMonitoring Agento enable the monitoring agent. If you do not wishige
the WinfrasoftMonitoring Agent, seledDisableWinfrasoftMonitoring AgentBy
default the agent is not installed lifuinstalled can be disabled lat&lick Nextto
continue

If you selectEnableWinfrasoftMonitoring Agentyou will be prompted to agree to the
terms and conditions specified in the Notice. If you sdl&D NOT Agredhen the
Winfrasoft Monitoringagent will not be installed.
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winfrasoft Monitoring Agent Notice:

fyou agree to the terms select "l Agree" below. IF you do not agree:
to these terms select | DO NOT Agree”.

IMPORTANT INFORMATION - PLEASE READ 5

The Winfrasoft Monitoring Agent establishes a connection to the
Winfrasoft Operations Centre to share information about the
operating status of your appliance as well a5 allowing for, secure
remote access by Winfrasoft technicians to your appliance for
remate technical support purposes, patching, hardware & software
alerting and repaorting

The Winfrasoft Monitoring Agent provides a noreintrusive, non-

evasive and seamless Operating System serice addition. This light-
fweight agent initiates a single outhound connection to the Winfrasoft
Operations Centre, It is responsible for communicating system
infarmation and status information of the appliance for the purpose of
diannnstics tmubleshnanting rennting and orn-active sionnt We =1

| Agres B NOT Agres

(9) Click | Agreeto continue.

ration Wizard x|

Dptional - Generste a sl signed % 509 G5L cerificate .:"

& zelf signed S5L certificate can be useful for testing purposes. tials or deplopment scenarios
where a tusted root is not required.
‘winfrasaft recommends using a CA issued centificate for ive deployments

Enter the DMS name for the required certificate:

[sslwinfrasoft com

Example: ssl winfrasaft com
Gnerste

< Back I Mext » I Cancel I

(10) Winfrasoftappliancencludes the ability to create self signed X.509 SSL digital
certificates. Enter the DNS name for the required certificate and@é&dlerate Click
Nextto continue.

4 | Note
Youcan generate as many self signed certificates as you require.

Self signed certificates will automatically be inserted in theocal Machine
Personalcertificate store.

x|

Apply the configuration?
Are pou ready bo apply the configuration changes to ‘Windows and 1S4 Server? :J

The Winfrasoft &ppliance Configuration “Wizard has gathered all the information required to
update the Appliance configuation

Click Mext to apply the configuration changes.

< Back I Hewt > I Cancel

(11) Click Nextto continue
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Saving Configuration Changes

The changes were saved to the Configuration Storage Server server
Check configuration status to verify that changes were applied to all arap
rembers.

L) One or more of the required objects alieady existed. Please manually verify
\‘I-) your Microsoft 1S4 Server configuration

(12) ThelSA Server configuratiowill be updated with the rpiired settings. ClicloK to

continue.

" Winfrasoft Appliance Configuration Wizard x|

Appliance configuration update -
The #ppliance configuration is being updated, plase wait il

Canfiguration Update Progress...
- Updating 154 Server canfiguration... Done, =]

- Configuring Internal Connection... Done.

- Configuring External Connection... Done.

- Configuring DMZ 1 / Heartbeat Connection... Done.
- Configuing DMZ 2 Cannection... Deone.

cBack | Mews | [ Camwel |

(13) TheWinfrasoftMonitoring Agent Service and Network adapter information will now
be configured according to your selectioiick Nextto continue.

" Winfrasoft Appliance Configuration Wizard x|

The Winfrasoft Appliance
Configuration Wizard has finished

Thank you for using the Winfrasoft Appliance Configuration
wiizard,

Click Finish to close the wizard, About

ek [

Concel |

(14) Your ApplianceConfiguration Wizardcas beencompleted Click Finish to initiate the

ISA Appliance Setup Wizard

|Zf Note

Should you wish to change th&Vinfrasoftappliance configuration settings,
the Winfrasoft Appliance Configuration Wizarchn be rerun ata later time.

Your ISA Server Standard Edition deploymenhisv completeBranch and Enterprise

Edition deployments continue.
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Branch and Enterprise Edition Deployments

Only

Appliance Setup Wizard

Welcome to the Appliance Setup

rﬁ(t:r;mretSecuﬁty & wizard
Acceleration Server 2005

This wizard helps you canfigure this appliance a5 an [54
Server array member connected to an 1SA Server
Configuration Storage server, and joins this appliance ko
2 domain if required, IF this appliance comnects to the
Configuration Storage server or a domain conkroller over
PM, this wizard helps you create the VPN connection,

< Back |f = I

Cancel |

(15) ThelSA Appliance Setup Wizavdll start automatically. This wizard can be rerun at

any time via the shortcut in the start menu. The wik@igds you to configure this

appliance as an ISA Server array member connected to an ISA Server Configuration

Storage serveand joins the appliance to a domain if required. ONelktto continue.

[Appliance Setup Wizard

Configuration Settings Source
Specily i you wil enter the configuration details manualy, or f configuration
defauls will be set automalicaly by an answer fle

X

e

& Manually!

Configuration details wil bs entarad manually.

 From afile

Some configuration details sekin this wizard will be read From an answer file,

Type the full path to the answer File:

Brouse .

< Back IWI Cancel |
(16) SelectManuali f you want

details. If you have created an ISA Server Answer File, sEtech a fileand browse
to the location of the appropriate answer file. Cigxtto continue.

Appliance Setup Wizard

Connection Type
Specify the type of connection ta the Configuration Storags server or domain
cortraler.

=

-

" YPK connection

A UPN connection is required b connect to the Configuration Storage server or a domain

controller,

Select the protocol used for the YP connection:

& 1P Securiby protocol (IPsec) tunmel mode

€ Layer Two Tunneling Protocol (L2TP) over [Psec
£ Permanent connection;

A VPN connection is not required.

<gack [ mes |

Cancel

t o

manu al

y

conf

gur e

t

he
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(17) If your ConfigurationStorage serveor Domain Controllers configured within the
same subnet as this appliance, sdkrtmanent connectioif your Domain Controller
or CSS is located at a remote Itioa, selectVPN connectiorand provide the
appropriate protocol informatidior the VPN tunnelClick Nextto continue.

Appliance Setup Wizard x|

Join Remate Domain
This computer s cunently in a workaroup. You can select to cin a domain

Spexify if this computer should remain in a workgroup or join a domain:

 Remainin a workgroup

% Join & domain

Diomain name (FQDN): ImyDnma\n‘mm

Jaining  domain may take several minutes. The Group Policies of the domain wil be
Spplied to this computer.

<Back [ Mest> | Concdl |

(18) If this appliance is to be a member of a donhighly recommended}selectloin a
domainand provide the Fully Qualified Domain name for the domain to {olick
Nextto continue.

& | Note
When joining a domainyou will be prompted to provide the authentication
credentials of a user with privileges to allow servers to join the domalour
ISA Server appliance will need a reboot when the name of the device
changes. After the appliance restas, the wizard will continue from this
screen.

[Appliance Setup Wizard x|

Configuration Storage Server Location
Specity the lacation of the Carfiguration Starage server this 154 Server shauld

use.

 On remote computer
Select this option to use a remoke Configuration Storage server,
& i local computer’
Select this aption to use the ConFiguration Starage server running on this computer.

<Back [ Wew> | Cancel |

(19) Select the location of your Configuration Storage Server. If this appliance is the first
member of an array and will house the CSS, séedobcal computerlf a CSS
already exists, sele@n remote compat. Click Nextto continue.
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Appliance Setup Wizard =l

Locate Configuration Storage Server
Specily the Configuration Slorage server and the credentials for connecting o it

Configuration Starage server (type the FQDN):

[ 1545erverEEL mydomain.com

Connection Credential:
(% Connect using the credentials of the logged an user

€ Connect using this account:

User name: I

password: [

(20) If you selecteddn remotecomputelin the page before, provide the Fully Qualified
Domain Name of the existingonfiguration Storage Servandappropriate user
credentialslf you selectedOn local computerskip to step Q.

(21) Your WinfrasoftISA Gateway Appliance Configuration Wizard has been completed.
Click Finishto close the Wizard.

Your WinfrasoftISA GatewayAppliance is now fully installed and ready for use.

Factory Reset

To perform a factory reset simply boot gpliance using the USB sti¢loVD provided.
Once Windows has started via the USB stibl/D the ApplianceBoot Manager will load.
Click theReturn to Factory Settingsbutton to start the reset.






