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Introduction 
Your Winfrasoft appliance is factory prepared to protect corporate networks and allow 

secure Internet access. This installation guide is designed to help you with the initial Setup 

process. We highly recommend that you follow all of the instructions in this document. 

The Winfrasoft includes various wizards to aid the deployment process by assisting with 

network adapter configuration, ISA Server rule creation and Microsoft IAG 2007 setup. 

Appliance USB Stick / DVD 
The Winfrasoft is accompanied by a bootable USB stick / DVD which can be used to: 

(1) Factory reset the appliance 

(2) Restore a network based backup image 

 

Deployment Overview 
In a few minutes you shall have a fully functional Security appliance deployment. 

(1) Unpack and rack the appliance 

(2) (Recommended) Complete the Winfrasoft Network Configuration Sheet 

(3) Connect the appliance cables EXCEPT the Ethernet cables. 

(4) Power up the appliance 

(5) Run through the appliance configuration wizards connecting the network cables as you 

go. 

(6) Youôre Done! 
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Deploying the appliance 

Connecting Network Cables 
As there are various models of Winfrasoft Appliances with varying hardware types and 

numbers of network cards the physical ports are not labeled on the back of the appliance. 

Appliances with 3 Ethernet ports support: 

¶ External Connection 

¶ Internal Connection 

¶ DMZ1 Connection 

Appliances with 4 Ethernet ports support: 

¶ External Connection 

¶ Internal Connection 

¶ DMZ1 Connection 

¶ DMZ2 Connection 

 

To help you determine which physical Ethernet ports correspond to which logical network 

the Winfrasoft Appliance Configuration Wizard has been designed to dynamically update the 

status of each network. When configuring the External Connection, for example, ensure that 

the wizard is displaying the External Connection status, then connect the External Ethernet 

cable to the first port on the appliance. If after a few seconds the status does not change from 

disconnected then move the cable to the next Ethernet port until the status changes. Repeat 

this process for each network connection until all required cables are connected. 

 

Initial setup 
When the appliance is first switched on you will need to logon. The default credentials are as 

follows: 

Username: Administrator  

Password: Pa55w0rd  

 

Important: Change the password as soon as possible! 

 Note 

The password contains the character zero and not a capital letter. The 

password is case sensitive and starts with a capital P. This is to comply with 

Windows password complexity requirements. 
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The Winfrasoft Appliance Configuration Wizard will start automatically on first logon. This 

wizard can be rerun at any time via the shortcut on the desktop or in the start menu. The 

wizard helps you to configure the network adapters, ISA server networks, name resolution 

and monitoring on your Winfrasoft Appliance. 

 

(1) Click Next to continue. 

 

(2) If your External Network adapter will receive its IP address from a DHCP server, 

select Obtain an IP address automatically. If your network adapter has a static IP 

address (recommended), enter the IP address, Subnet mask and Default Gateway in the 

appropriate areas. Click Next to continue. 

 

 

 

 Action 

Connect the Ethernet cable for your External network. Ensure that onscreen 

image shows that the adapter is connected. 

 Note 

If your Winfrasoft Appliance is designed to operate with only 1 network 

adapter, select Do not configure an External Network Connection. 
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(3) If your Internal Network adapter will receive its IP address from a DHCP server, select 

Obtain an IP address automatically. If your Internal network adapter has a static IP 

address (recommended), enter the IP address, Subnet mask and Default Gateway in the 

appropriate areas. Click Next to continue. 

 

(4) If your Winfrasoft appliance needs to connect to a DMZ, then configure the DMZ 

connection settings. If your adapter will receive its IP address from a DHCP server, 

select Obtain an IP address automatically. If your DMZ network adapter has a static 

IP address (recommended), enter the IP address, Subnet mask and Default Gateway in 

the appropriate areas.  

If your appliance does not connect to a DMZ then select Do not configure DMZ 1 

Network Connection. Click Next to continue. 

 

 

 Action 

Connect the Ethernet cable for your Internal network. Ensure that onscreen 

image shows that the adapter is connected. 

 Action 

Connect the Ethernet cable for your DMZ network. Ensure that onscreen 

image shows that the adapter is connected. 
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(5) If you plan to use the DNS Server service on the appliance to benefit from DNS 

caching and conditional forwarding, select Local DNS Service with Root Hints and 

DNS cache. If you plan to use a remote DNS server only, select Use the following 

remote DNS Servers option and enter the IP address of the primary and alternate 

remote DNS servers. Click Next to continue. 

 

(6) If you plan to change the name of your IAG Server, select Change the computer name 

and enter the new name for the appliance. Click Next to continue. 

 Note 

If your Winfrasoft Appliance contains more than three network adapters you 

will also be asked if you would like to configure a second DMZ/Perimeter 

networks. 

 Note 

The DNS Server address fields will be disabled if you have selected to use 

DHCP on your internal network adapter. 

When statically assigning DNS servers, the Alternate DNS server field is 

optional and not required. 

 Note 

Your IAG Server appliance will need a reboot when the name of the device 

changes. After the appliance restarts, the wizard will continue from this 

screen. 
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(7) Winfrasoft Appliances includes a monitoring agent which is designed to manage 

software updates, provide remote support and configure alerts. Select Enable WMA 

Monitoring Agent to enable the monitoring agent. If you do not wish to use the PSAM 

Monitoring Agent, select Disable Winfrasoft Monitoring Agent. By default the agent is 

not installed but if installed can be disabled later. Click Next to continue. 

If you select Enable Winfrasoft Monitoring Agent, you will be prompted to agree to the 

terms and conditions specified in the Notice. If you select I DO NOT Agree then the 

Winfrasoft monitoring agent will not be installed.  

 

(8) Click I Agree to continue. 
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(9) Winfrasoft Appliances include the ability to create self signed X.509 SSL digital 

certificates. Enter the DNS name for the required certificate and click Generate. Click 

Next to continue. 

 

(10) Click Next to continue. 

 

(11) The ISA Server configuration will be updated with the required settings. Click OK to 

continue. 

 

(12) The Winfrasoft Monitoring Agent Service and Network adapter information will now 

be configured according to your selections. Click Next to continue. 

 Note 

You can generate as many self signed certificates as you require. 

Self signed certificates will automatically be inserted in the Local Machine 

Personal certificate store. 
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(13) Your Winfrasoft Appliance has now been configured. Click Finish to complete the 

setup. 

 

The IAG key setup launches: 

 

(14) To configure Microsoft IAG 2007 enter random characters in the Seed box. Until the 

Create Keys button becomes active, then enter a Passphrase and click the Create Keys 

button.  

 

(15) Click OK. 

 Note 

Should you wish to change the Winfrasoft Appliance configuration settings, 

the Appliance Configuration Wizard can be rerun at a later time. 














