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Introduction

Your Winfrasoftappliances factory prepared to protect corporate networks and allow
secure Internet access. This installation guide is designed to help you with the initial Setup
process. We highly recommend that you follow all of the instructions in thigykrgu

TheWinfrasoftincludes various wizarde aid the deployment procelsg assisting with
network adapter configuratipiSA Server rule creatioandMicrosoft IAG 2007 setup

Appliance USB StidkVD

TheWinfrasoftis accompanied by a bootable USigk / DVD which can be used to:

(1) Factory reset the appliance
(2) Restore a network based backup image

Deployment Overview

In a few minutes you shall have a fully functio@acurity appliancdeployment.

(1) Unpack and rack the appliance

(2) (Recommended) Complete tiiéinfrasoftNetwork Configuration Sheet

(3) Connect the appliance cabEXCEPT the Ethernet cables

(4) Power upthe appliance

(5) Run through the appliance configuration wizards connecting the network cables as you

go.
(6) YoudeDone!
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Deploying the appliance

Connechg Network Cables

As there are various models\Winfrasoft Applianceswith varying hardware types and
numbers of network cards the physical ports are not labeled on the back of the appliance.

Appliances with3 Ethernet ports support:

9 External Connection
1 Internal Connection
T DMZ1 Connection

Appliances with 4 Ethernet ports support:

9 External Connection

9 Internal Connection

1 DMZ1 Connection

1 DMZ2 Connection

To help you determine which physical Ethernet ports correspond to which logical network
the WinfrasoftAppiance Configuration Wizardchas been designed to dynamically update the
status of each network. When configuring the External Connection, for example, ensure that
the wizard is displaying the External Connection status, then connect the External Ethernet
cable to the first port on the appliance. If after a few sestir@status does not change from
disconnected then move the cable to the next Ethernet port until the status changes. Repeat
this process for each network connection until all required cal#esanected.

Initial setup

When the appliance is first switched on you will need to logon. The default credentials are as
follows:

Username: Administrator
Password: Pa55wO0rd

Note

The password contains the character zero and not a capital letter. The
password is case sensitive and starts with a capit&. This is to comply with
Windows password complexity requirements.

Important: Change the password as soon as possible!
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The WinfrasoftApplianceConfiguration Wizardwill startautomatically on firstogon. This
wizard can be rerun at any time via the shortcut on the desktop or in the starfTheenu.
wizard helps you to configuithe network adapterdSA server networks, name resolution
and monitoringon yourWinfrasoft Appliance

“_ Winfrasoft Appliance Configuration Wizard x|

@nfrasoft Welcome to the Winfrasoft

Appliance Configuration Wizard

This ‘wizard will help pou conligure the 1S4 Server 2006
Enterprise Edition Appliance for your envionment.

Ta continue, click Next P
cick | Mews | cencel |

(1) Click Nextto continue

A | Action
Connect theEthernetcable for your External network. Ensure that onscreen
image shows that the adapter is connected

" Winfrasoft Appliance Configuration Wizard x|

External Connection TCP/IP Settings -
Configue the TCP/P settings for your External Network Connection b ]

Connection Status: Netwark is connected
Interface: Intel 21140-Based PCI Fast Ethernet Adapter [Generic)

" Obtain an IP address automatically

* g the follawing IP address:

IP address: 0.0 o. 1
Subnet mask [2m5 os5 25, 0
Default Gateway: 0.0 0 . 254

™ Do not configuie an Extemal Metwark. Connection (Mot recommended)

< Back I Nest > I Cancel

4 | Note

If yourWinfrasoft Applianceis designed to operate with only 1 network
adapter, selectDo not configure an External Mtwork Connection.

(2) If your External Network adapter will receive its IP address from a DHCP server,
selectObtain an IP address automatically.your network adapter has a static IP
addresgrecommended)enerthe IP address, Subnet mask and Default Wagen the
appropriate area€lick Nextto continue.



Deploying the appliance 7

A | Action
Connect theEthernetcable for your Internal network. Ensure that onscreen
image shows that the adapter is connected

" Winfrasoft Appliance Configuration Wizard x|

Internal Connection TCP/IP Settings -
Configure the TCP/P settings for your Inteiet Network Connection b ]

s Connection Status: Metwark is connected
_&_Lj Inteiface: Intel 21140-Based PCI Fast Ethenet Adapter (Genetic)

" Obtain an IP address automatically

* g the follawing IP address:

IP address: I 172,16 . 0 . 1
Subnet mask: I 285,285, 0 . 0
Default Gatewway: I

<Back Concel |

(3) If your Internal Network adapter will receive its IP address from &BHerver, select
Obtain an IP address automatically.your Internal network adapter has a static IP
addresgrecommendedenterthe IP address, Subnet mask and Default Gateway in the
appropriate areas. Clidkextto continue

[4 | Action

Connect theEthemet cable for your DMZ network. Ensure that onscreen
image shows that the adapter is connected

“ Winfrasoft Appliance Configuration Wizard |

DMZ 1 Connection TCP/IP Settings -
Configure the TCPAP settings fior your DMZ 1 Metwork Connection, -ﬂ

J}é} Connection Status: Network cable is disconnected
[

Intexface: Intel 21140-Based PCI Fast Ethemet Adapter (Generic]
]

7 Obtain &n P addiess sutomaticall

. Use the follawing [P addiess

IP address: I .
Subret mask: I

¥ {anot configue a Bk T Netwark Cornection

< Back I Mext > I Cancel |

(4) If your Winfrasoft appliance needs to connect to a DMZ, then configure the DMZ
connection settings. If your adapter will receive its IP address from a DH@#t,se
selectObtain an IP address automatically.your DMZ network adapter has a static
IP address (recommended), enter the IP address, Subnet mask and Default Gateway in
the appropriate areas.

If your appliance does not connect to a DMZ tkefectDo not configure DMZ 1
Network ConnectiorClick Nextto continue.
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E{ Note

If yourWinfrasoft Appliancecontains more thanthree network adapters you
will also be asked if you would like to configure second DMZ/Perimeter
networks.

" Winfrasoft Appliance Configuration Wizard x|

DNS Server configuration -
Select a local DINS service or specify remote DNS servers il

The Appliance requires aceess to DNS sarvices for name resolution purpnses. You can
specify ta uze the local DMS service or use remote DNS servers,

1+ Local DNS Service with Root Hints and DNS cache

Use the following remote DNS Servers:

Preferred DMS server. I .
Alternate DNS server: I .

Tip: You can use the local DMS service and configure domain
specific [e.g. for Active Directory] or global forwarders.

< Back Cancel

A | Note

The DNS Serverddress fields will be disabled if you have selected to use
DHCP on your internal network adapter

When statically assigning DNS servers, théternate DNS servefield is
optional and not required.

(5) If youplan to usehe DNS Server service on the applianodenefit from DNS

caching and conditional forwardingelect_ocal DNS Service with Root Hints and

DNS cachelf youplan touse a remote DNS servanly, selectUse the following
remote DNS Servergption and enter the IP address of the primary aedraite
remote DNS server€lick Nextto continue

" Winfrasoft Appliance Configuration Wizard x|

Set the name of the Appliance -
Change the Windows computer name of the Appliance il

9}_@ Curtent computer name: VRCOD1

£~ Keep the current computer name
¥ Change the camputer name:

Enter the new computer name for the Appliance
NewMame

Mate: After this wizard completes the Appliance will reboat for the
new computer name to take effect. This wizard wil automatically
restart after the: reboot.

cBock [ Mews | conedl |

(6) If you plan to change the name of your IAG Server, sé@beinge the computer name

and enter the new name for the appliance. Qliektto continue.

4 | Note
Your IAG Server appliance will need a rebootevhthe name of the device
changes. After the appliance restarts, the wizard will continue from this
screen
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Winfrasoft Appliance Configuration Wizard 5[
Winfrasoft Monitoring Agent -
Install, Enable or Disable the Winfrasoft Monitoring Agent . ’d

The Winfrasoft Monitoring Agent maintains a connection between this appliance and the
Intemet to allow for software updates, alerts and remote support.

" Disable Winfrasoft Monitoring Agent

Current Agent Status:
'l

l\@ Monitoring Status: Not installed

< Back I Nexst > I Cancel I

(7) Winfrasoft Appliances includea nonitoringagent which is designed to manage
software updates, provide remote support and configure alertst Eedble WMA
Monitoring Agento enable the monitoring agent. If you do not wiskhidgethe PSAM
Monitoring Agent, seledDisableWinfrasoftMonitoring AgentBy default the agent is
not installed but if installed can be disabled lafick Nextto contnue

If you selectEnableWinfrasoftMonitoring Agentyou will be prompted to agree to the
terms and conditions specified in the Notiégiou select DO NOT Agredhen the
Winfrasoft monitoringagent will not be installed.

Winfrasoft Monitoring Agent Notice

It you agree to the terms select "l Agree' below. IF you do not agree
to these terms select | DO NOT Agree”.

The Winfrasoft Monitaring Agent establishes a connection to the
Winfragoft Operations Centre to share information about the
operating status of your appliance as well as allowing for, secure
remote access by Winfrasoft technicians to your appliance for
remote technical support purposes, patching, hardware & software
alerting and reporting.

IMPORTANT INFORMATION - PLEASE READ j

The Winfrasoft Monitoring Agent provides a non-intrusive, non-

evasive and seamless Operating System service addition. This light-
'weight agent initiates a single outbound connection to the Winfrasoft
Qperations Centre. It is responsible for communicating system
infarmation and status information of the appliance for the purpose of
Hisnnnstics tranhlashanting ranading and or-active suoant We 7|

| Agree L TDOHOT Agree |

(8) Click | Agreeto continue

“_ Winfrasoft Appliance Configuration Wizard 5[

SSL Certificate Creation L
Optional - Generate a self signed x.509 SSL certificate. -ﬂ

4 self signed G5L certficate can be useful for testing purposes, tiaks or deployment scenarios
where a tusted oot is not required

“winfrasoft recommends using a Ca issued certificate for live deployments.

Enter the DMS name for the required certificate:

|ssl.wmlrasult.com

Example: sl winfrasoft.com
Generate I

< Back I Mextx I Cancel
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(9) WinfrasoftAppliancesinclude the ability to create self signed X.509 SSL digital
certificates. Enter the DNS name for the required certificate andG#derate Click
Nextto continue.

E{ Note

Youcan generate as many self signed certificates as yoequire.

Self signed certificates will automatically be inserted in theocal Machine
Personalcertificate store.

" Winfrasoft Appliance Configuration Wizard x|

Apply the configuration? -
e you ready 1o apply the configuation changes 1o Windows and 154 Server? b ]

The Winfrasoft Appliance Configuration Wizard has gathered all the infarmation required to
update the Appliance configuation.

Click Neat to apply the configuration changes

< Back Cancel

(10) Click Nextto continue

@ Changes to the configuration were successfully applied. 0K

* One or more of the required objects already existed. Please manually verify
J J your Microsoft ISA Server configuration.

(11) ThelSA Server configuratiowill be updated with the required settings. CleK to
continue.

“_ Winfrasoft Appliance Configuration Wizard 5[

Appliance configuration update .
The Appliance configuration is being updated, please wait. 'r“

Configuration Update Frogress.

- Updating 154 Server configuration. . Done. =]

- Configuring Intemal Connection... Done.

- Corfiguring Extemal Connection,.. Dore.

- Configuring DMZ 1 / Heartbeat Connection... Done.
- Configuing DMZ 2 Cormection... Done,

< Back | Mextx | Cancel I

(12) TheWinfrasoft Manitoring AgentService and Network adapter information will now
be configured according to your selectioffick Nextto continue.
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Winfrasoft Appliance Configuration Wizard x|

@;ﬂ’msoft The Winfrasoft Appliance

Configuration Wizard has finished

Thank pou for using the Winfrasoft Appliance Configuration

=-- "

Click Finish to close the wizard. About.

e e e

(13) Your Winfrasoft Appliancehas now beerconfigured.Click Finishto complete the
setup

Note

Should you wish to changehie Winfrasoft Applianceconfiguration settings,
the ApplianceConfiguration Wizardan be rerun ata latertime.

The IAG key setup launches:

(14) To configure Microsoft IAG 2007 enter random characters irSénechbox. Until the
Create Keydutton becomes #ee, then enter a Passphrase and clickOteate Keys
button.

(15) Click OK.





















