
 

© 2009 Portcullis Systems, Inc. All rights reserved. This publication is for informational 
purposes only. Portcullis Systems, Inc. makes no warranties, express or implied, in 
this summary.  Portcullis Systems and WebControl Appliance are trademarks of 
Portcullis Systems, Inc. All other trademarks are property of their respective owners. 

 

 

Quick Deployment Guide 

WebControl Appliance 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Quick Start guide 
 

 

 

 

Portcullis Systems WebControl Appliance  

Running on ISA Server 2006 Enterprise Edition 

Quick Deployment Guide 

 

 

 

 

 

Published:   March 2009 

Applies to:   Portcullis Systems WebControl Appliance 

Web site:   http://www.portcullissystems.com 

Email:   support@portcullissystems.com 

 

  powered by 



Information in this document, including URL and other Internet Web site 

references, is subject to change without notice. Unless otherwise noted, the 

example companies, organisations, products, domain names, e-mail addresses, 

logos, people, places and events depicted herein are fictitious, and no 

association with any real company, organisation, product, domain name, e-

mail address, logo, person, place or event is intended or should be inferred. 

Complying with all applicable copyright laws is the responsibility of the user.  

Portcullis Systems may have patents, patent applications, trademarks, 

copyrights, or other intellectual property rights covering subject matter in this 

document. Except as expressly provided in any written licence agreement 

from Winfrasoft, the furnishing of this document does not give you any 

licence to these patents, trademarks, copyrights, or other intellectual property. 

 

Microsoft, Active Directory, ISA Server, Windows and Windows Server are 

either registered trademarks or trademarks of Microsoft Corporation in the 

United States and/or other countries. 

The names of actual companies and products mentioned herein may be the 

trademarks of their respective owners. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copyright © 2009 Portcullis Systems. All rights reserved. 

 



Table of Contents   3 

 

Table of Contents 
TABLE OF CONTENTS  .............................................................................................................. 3 

INTRODUCTION  ......................................................................................................................... 4 

APPLIANCE USB STICK / DVD .................................................................................................... 4 
DEPLOYMENT OVERVIEW ............................................................................................................ 4 

DEPLOYING THE APPLIA NCE ............................................................................................... 5 

CONNECTING NETWORK CABLES ................................................................................................. 5 
INITIAL SETUP .............................................................................................................................. 5 
FACTORY RESET ........................................................................................................................ 17 

  



4   Portcullis Systems WebControl Appliance 

 

Introduction 
Your Portcullis Systems appliance is factory prepared to protect corporate networks and 

allow secure Internet access. This installation guide is designed to help you with the initial 

Setup process. We highly recommend that you follow all of the instructions in this 

document. 

The Portcullis Systems appliance includes various wizards to aid the deployment process by 

assisting with network adapter configuration, ISA Server rule creation and Websense setup. 

Appliance USB Stick /  DVD 
The Portcullis Systems appliance is accompanied by a bootable USB stick / DVD which can 

be used to: 

(1) Factory reset the appliance 

(2) Restore a network based backup image 

 

Deployment Overview 
In a few minutes you shall have a fully functional Websense deployment. 

(1) Unpack and rack the appliance 

(2) (Recommended) Complete the Portcullis Systems appliance Network Configuration 

Sheet 

(3) Connect the appliance cables EXCEPT the Ethernet cables. 

(4) Power up the appliance 

(5) Run through the appliance configuration wizards connecting the network cables as you 

go. 

(6) Your Done! 
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Deploying the appliance 

Connecting Network Cables 
As there are various models of Portcullis Systems appliance with varying hardware types and 

numbers of network cards the physical ports are not labeled on the back of the appliance. 

Appliances with 2 Ethernet ports support: 

¶ External Connection 

¶ Internal Connection 

Appliances with 4 Ethernet ports support: 

¶ External Connection 

¶ Internal Connection 

¶ DMZ1 / Heartbeat Connection 

¶ DMZ2 Connection 

All the appliance ports do not have to be used and a single network interface deployment is 

supported for Web Proxy scenarios, in this case only the Internal card should be configured. 

 

To help you determine which physical Ethernet ports correspond to which logical network 

the Winfrasoft Appliance Configuration Wizard has been designed to dynamically update the 

status of each network. When configuring the External Connection, for example, ensure that 

the wizard is displaying the External Connection status, then connect the External Ethernet 

cable to the first port on the appliance. If after a few seconds the status does not change from 

disconnected then move the cable to the next Ethernet port until the status changes. Repeat 

this process for each network connection until all required cables are connected. 

 

Initial setup 
When the appliance is first switched on you will need to logon. The default credentials are as 

follows: 

Username: Admin istrator  

Password:  Pa55w0rd  

 

Important: Change the password as soon as possible! 

 

 Note 

The password contains the character zero and not a capital letter. The 

password is case sensitive and starts with a capital P. This is to comply with 

Windows password complexity requirements. 
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The Winfrasoft Appliance Configuration Wizard will start automatically on first logon. This 

wizard can be rerun at any time via the shortcut on the desktop or in the start menu. The 

wizard helps you to configure the network adapters, ISA server networks, name resolution 

and monitoring on your Portcullis Systems Appliance. 

 

(1) Click Next to continue. 

 

(2) If your External Network adapter will receive its IP address from a DHCP server, 

select Obtain an IP address automatically. If your network adapter has a static IP 

address (recommended), enter the IP address, Subnet mask and Default Gateway in the 

appropriate areas. Click Next to continue. 

 Note 

If your Portcullis Systems appliance is designed to operate with only 1 

network adapter, select Do not configure an External Network Connection. 
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(3) If your Internal Network adapter will receive its IP address from a DHCP server, select 

Obtain an IP address automatically. If your Internal network adapter has a static IP 

address (recommended), enter the IP address, Subnet mask and Default Gateway in the 

appropriate areas. Click Next to continue. 

 

 

(4) If your DMZ / Heartbeat Network adapter will receive its IP address from a DHCP 

server, select Obtain an IP address automatically. If your DMZ / Heartbeat network 

adapter has a static IP address (recommended), enter the IP address and Subnet mask in 

the appropriate areas. Select Do not configure a DMZ1 / Heartbeat Network 

Connection if  you do not have a DMZ or Heartbeat network. Click Next to continue. 

 

 Note 

If your Portcullis Systems appliance contains more than two network 

adapters you will also be asked if you would like to configure any 

DMZ/Heartbeat networks. 
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(5) If you plan to use the DNS Server service on the appliance to benefit from DNS 

caching and conditional forwarding, select Local DNS Service with Root Hints and 

DNS cache. If you plan to use a remote DNS server only, select Use the following 

remote DNS Servers option and enter the IP address of the primary and alternate 

remote DNS servers. Click Next to continue. 

 

 

(6) If you plan to change the name of your ISA Server, select Change the computer name 

and enter the new name for the appliance. Click Next to continue. 

 

 

 

 Note 

The DNS Server address fields will be disabled if you have selected to use 

DHCP on your internal network adapter. 

When statically assigning DNS servers, the Alternate DNS server field is 

optional and not required. 

 Note 

Your ISA Server appliance will need a reboot when the name of the device 

changes. After the appliance restarts, the wizard will continue from this 

screen. 
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(7) Portcullis Systems Appliances include a monitoring agent (PSAM) which is designed 

to manage software updates, provide remote support and configure alerts. Select 

Enable PSAM Monitoring Agent to enable the monitoring agent. If you do not wish to 

use the PSAM Monitoring Agent, select Disable PSAM Monitoring Agent. By default 

the agent is not installed but if installed can be disabled later. Click Next to continue. 

If you select Enable PSAM Monitoring Agent, you will be prompted to agree to the 

terms and conditions specified in the Notice. If you select I DO NOT Agree then the 

PSAM agent will not be installed.  

 

(8) Click I Agree to continue. 

 

(9) Portcullis Systems appliance includes the ability to create self signed X.509 SSL 

digital certificates. Enter the DNS name for the required certificate and click Generate. 

Click Next to continue. 
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(10) Click Next to continue. 

 

(11) The ISA Server configuration will be updated with the required settings. Click OK to 

continue. 

 

(12) The PSAM Monitoring Agent Service and Network adapter information will now be 

configured according to your selections. Click Next to continue. 

 Note 

You can generate as many self signed certificates as you require. 

Self signed certificates will automatically be inserted in the Local Machine 

Personal certificate store. 
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(13) Your Portcullis Systems appliance network adapters have now been configured. Click 

Finish to complete the setup.  

(14) On completion of the Winfrasoft Appliance Configuration Wizard, the Winfrasoft 

Config Wizard for Websense will automatically start. 

 

(15) Enter your Websense Subscription Key received from Websense. If you do not have a 

full key at this stage you can register for a trial key at www.websense.com To ensure 

that Websense is started on completion, check Enable and start all required Websense 

Services. Click Next to continue.  

 Note 

Should you wish to change the Portcullis Systems appliance configuration 

settings, the Winfrasoft Appliance Configuration Wizard can be rerun at a 

later time. 

 Warning 

If this is NOT the first appliance in an array do NOT check the Enable and 

start all required Websense Services box at this stage otherwise you may not 

be able to connect this appliance to a remote CSS instance. This wizard 

should be run again after the appliance has been joined to a remote CSS 

instance and at that stage the check box should be selected. This does not 

apply to the first appliance housing the CSS instance. 

http://www.websense.com/
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(16) Choose an IP address for your Websense Policy Server. By default, this value is to 

127.0.0.1. Using the Select a new IP address drop down list, select a new IP address 

for your Policy Server. Click Next to continue. 

 

(17) Choose an IP address for your Websense Block Page. By default, this value is empty. 

Using the Select a new IP address drop down list, select a new IP address for your 

Websense Block Page server. This is typically the IP address of your Internal network. 

Click Next to continue. 

 

(18) Choose a port number for your Websense Block Page. Port 15871 is the default and 

typically does not need to be changed. Click Next to continue. 
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(19) Click Next to continue. 

 

(20) Websense Configuration changes will now be saved to Microsoft ISA Server. Click 

OK to continue. 

 

(21) Configuration changes will now be saved to Websense and the Websense services will 

stop and start. Click Next to continue. 

 


