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Introduction

Your Portcullis Systems applianéefactory prepared to protect corporate networks and
allow secure Internet access. Thigatiation guide is designed to help you with the initial
Setup process. We highly recommend that you follow all of the instructions in this
document.

ThePortcullis Systems applianagcludes various wizarde aid the deployment procelsg
assisting witmetwork adapter configuratiptSA Server rule creatioand Websense setup

Appliance USB SticbVD

ThePortcullis Systems applianéeaccompanied by a bootable USB s#i€k/D which can
be used to:

(1) Factory reset the appliance
(2) Restore a network baseddsap image

Deployment Overview

In a few minutes you shall have a fully functional Websense deployment.

(1) Unpack and rack the appliance
(2) (Recommended) Complete tRertcullis Systems appliandéetwork Configuration
Sheet
(3) Connect the appliance cabEXCEPT the Ethernet cables
(4) Power upthe appliance
(5) Run through the appliance configuration wizards connecting the network cables as you

go.
(6) Your Done!
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Deploying the appliance

Connecting Network Cables

As there are various modelsBortcullis Systems applianedth varying hardware types and
numbers of network cards the physical ports are not labeled on the back of the appliance.

Appliances with 2 Ethernet ports support:

1 External Connection
1 Internal Connection

Appliances with 4 Ethernet ports support:

i External Conection

9 Internal Connection

1 DMZ1/ HeartbeaConnection
T DMZ2 Connection

All the appliance ports do not have to be used and a single network interface deployment is
supportedor Web Proxy scenario@ this case only the Internal card should be configured.

To help you determine which physical Ethernet ports correspond to which logical network
the Winfrasoft Appliance Configuration Wizahdis been designed to dynamically update the
status of each network. When configuring the External Connection, for exaemsiure that

the wizard is displaying the External Connection status, then connect the External Ethernet
cable to the first port on the appliance. If after a few sexth&lstatus does not change from
disconnected then move the cable to the next Ethporeuntil the status changes. Repeat

this process for each network connection until all required cables are connected.

Initial setup

When the appliance is first switched on you will need to logon. The default credentials are as
follows:

Username: Admin istrator
Password: Pa55wO0rd

Note

The password contains the character zero and not a capital letter. The
password is case sensitive and starts with a capit®. This is to comply with
Windows password complexity requirements.

Important: Change the password as soon as possible!
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TheWinfrasoft Appliance Configuration Wizavdll startautomatically on firstogon This
wizard can be rerun at any time via the shortcut on the desktop or in the starfTheenu.
wizard helps you to configuithe network adapterdSA server networks, name resolution
and monitoringon yourPortcullis System#ppliance

“ Appliance Configuration Wizard x|

@nfmsoft Welcome to the Appliance

Configuration Wizard

- This ‘wizard will help pou configure the appliance for your

To contirue, click Hext BT
< Back I Meat > | Cancel I

(1) Click Nextto continue.

" Appliance Configuration Wizard x|

External Connection TCP/IP Settings -
Configure the TEPAIP settings for your Estemal Network Connection il

Connection Status: Metwork cable is disconnected
L Interface: Intel 21140-Based PCI Fast Ethernet Adapter (Generic]

" Dbtain an |P address automatically

" Uze the following IP address:

IP address: LLU ] 0 1

Subnet mask: [255 om a5, 0
Defailt Gateway: m. 0 0 . 254

™ Do not configure an Extemal Network Connection (Mot recommendsd)

< Back I Mext > I Cancel

4 | Note

If yourPortcullis Systems appliancés designed to operate with only 1
network adapter, selectDo not configure an External Netark Connection.

(2) If your External Network adapter will receive its IP address from a DHCP server,
selectObtain an IP address automatically.your network adapter has a static IP
addresgrecommended)enter the IP address, Subnet mask and Default Gatéwtne
appropriate area€lick Nextto continue.
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“_ Appliance Configuration Yizard 5[
Intemal Connection TCP/IP Settings L
Canfigure the TCPAP seftings for your Intemet Network Connection, il
iy Connection Status: Network is connectsd

:!}_L\.g Interface: Intel 21140Based PCI Fast Ethemet Adapter [Generic)

" Dbtain an |P addiess automatically

*" Usethe following IP address:. ——————————
IP address: lm
Subnet mask: B
Default Gateway: l—

< Back I Mext > I Cancel I

(3) If your Internal Network adapter will receive its IP address from a DHCP server, select
Obtain an IP address automatically.your Internal network adapter has a static IP
addresgrecommendedenterthe IP address, Subnet mask and Default Gateway in the
appropriate areas. Clidkextto continue

& | Note
If yourPortcullis Systems applianceontains more than two network
adapters you will also be asked if you would like to configure any

DMZ/Heartbeatnetworks.
x
DMZ 1 / Heartbeat Connection TCP/IP Settings _‘__
Configure the TCF/IP settings for your DMZ 1/ Heartbeal etwork Connestion. pes |

i ‘) Connection Status: Network cable is disconnected
‘;‘4_') Interface: Intel 21140-Based PCI Fast Ethemnet &dapter [Generic)
=il
" Dbtain an |P addiess sutomatically

% Ugs the following [P address

IF address: 192. 168 . 100, 4

Subnet mask: 255.265. 266, 0

™ Do not configure a DMZ 1 / Heartbeat Network Conmection

<Back [ Mets | cancel |

(4) If your DMZ | Heartbeat Network adapter will receive its IP address from a DHCP
server, seledDbtain an IP address automaticalfyyour DMZ / Heartbeat network
adapter has a static IP address (recommended), enter the IP address and Sulimet mask
the appropriate areas. Sel®&a not configure a DMZ1 / Heartbeat Network
Connectiorif you do not have a DMZ or Heartbeat network. Chekxtto continue.
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“_ Appliance Configuration Yizard 5[

DNS Server configuration
Gelect a local DNS service or specify remote DNS servers e |

The appliance requires access to DNS services for name resolution purposes. You can
specify to uge the local DNS service or uge remote DNS servers.

£ Local DNS Service with Root Hints and DNS cache

%" Ise the following remate DNS Servers,

Preferred DNS server 192168, 10 . 200
Alternate DNS server: 192. 188, 10 . 207

Tip: You can use the local DNS service and configure domain
specific (e.g. for Active Directory] or global forwarders.

< Back I Mext > I Cancel

& | Note
The DNS Server address fields will be disabled if you have selected to use
DHCP on youinternal network adapter.
When statically assigning DNS servers, théternate DNS servefield is
optional and not required.

(5) If youplan to usehe DNS Server service on the appliance to benefit from DNS
caching and conditional forwardingelect.ocal DNS Service with Root Hints and
DNS cachelf youplan touse a remote DNS servanly, selectUse the following
remote DNS Servergption and enter the IP address of the primary and alternate
remote DNS server€lick Nextto continue

~ appliance Configuration Wizard x|

Set the name of the Appliance -
Change the Windows computer name of the Appliance il

9}5 Current computer name: PORTCULL-0A77E0

" Keep the curment computer name.
'+ Change the compLter name;

Enter the new computer name for the Appliance
ISAServerlEE2

Mote: After this wizard completes the Appliance will reboot for the
new computer name ta take effect. This wizard will automatically
restart after the reboot

< Back I Mext > I Cancel |

(6) If you plan to biange the name of your ISA Server, sel@eange the computer name
and enter the new name for the appliance. Qliektto continue.

A | Note
You ISA Server appliance will need a reboot when the name of the device
changes. After the appliance restarts, theizard will continue from this
screen.
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“_ Appliance Configuration Yizard 5[

Portcullis Systems Appli i -
Install, Enable or Disable the PSAM Manitoring Agent. .ﬂ

(P5AM) Monitoring Agent

The Portcullis Spstems Appliance Management [PSAM) Monitaring Agent maintaing a
connection between this appliance and the Intemet to allow for software updates, alerts and
remote support

O e re e

" Disable PSAM Monitaring Agent

Current Agent Status:
|

E Monitaring Status: Not available on Vitual PC

<Back [ Hews | Concel |

(7) Portcullis Systems Appliances include a monitoring agent (PSAM) which is designed
to manage software updates, provide remote support and configure alerts. Select
Enable PSAM Monitoring Agetd enable the monitorg agent. If you do not wish to
use the PSAM Monitoring Agent, seldgtsable PSAM Monitoring AgerBy default
the agent is not installed but if installed can be disabled later. Régko continue.

If you selectEnable PSAM Monitoring Agentou will be prompted to agree to the
terms and conditions specified in the Notice. If you sél&D NOT Agredhen the

PSAM agent will not be installed.

f you agiee to the terms select 'l Agiee'" below. If you do not agiee
to these terms sefect "l DO NOT Agiee".

The PSAM agent provides s non intiusive, non evasive and seamless Operating <
System service addition. This light-weight agent initiates all communications back to
the PS&M server. Itis responsible for communicating spstem information and status
back to the server, and for executing tasks and delivering managed services as
defined by the MSF and the clisnt company.

The PSAM Agent doss rok need any input ports opensd on the appliance. This lsts
the agent do its job in any network configuration without introducing susceptibility to
inbound port probes or new network attacks. Communication between the
components is secure from all perspectives. The agent protects against
ranin-the-middle attacks by encrupting all commurications between the agent and
server with full 256-bit RCA encryption pratecting all sessions. The keys oll every
session and passwords are never exposed. The PSAM MSPE fully automates sl
key management, eliminating human ermor induced security breaches.

Enabling the agent automatically exposes the following appliance information to
wour PSaM MSP:

|
| Agree "I DONDT Agree |

(8) Click I Agreeto continue.
x

S5L Certificate Creation -
Dptional - Generate a self signed X503 S5L cerlificate. il

A sef sigred S5L certificate can be ussful for testing purposes, bials or deplopment scenarios
where a trusted raat is not required.
Winfrasoft recommends using a CA issued certificate for live deployments.

Enter the DNS name far the required certificate;

[sslwinitasoft.com

Example: s3l. winfrasoft. com
Generate

¢Back [ Mews | Camel |

(9) Portcullis Systems appliandecludes the ability to create self signed X.588L
digital certificates. Enter the DNS name for the required certificate andGéinkrate.

Click Nextto continue.
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@ Note

Youcan generate as many self signed certificates as you require.

Self signed certificates will automatically be inserted in tHeocal Machine
Personalcertificate store.

“_ Appliance Configuration Wizard 5[

Apply the configuration? -
e you ready 1o apply the configuation changes to Websense and IS4 Server? il

The Appliance Canfiguration Wizard has gathered sl the infarmation required to update the
appliance configuation,

Click Mext to apply the configuration changes.

Cancel

< Back

(10) Click Nextto continue

Saving Configuration Changes .
@ Changes to the configuration were successfully applied. 0K

2 | One or more of the required objects already existed. Please manually verify
\12 your Microsoft ISA Server configuration.

(11) ThelSA Server configuratiomill be updated with the required settings. CI@K to

x
Appliance configuration update
The Appliance configuation is being updsted, please wait e |

Configuration Update Pragress...

- Updating 154 Server configuration... Done =

- Configuring Internal Connection... Done.
- Configuring External Connection... Done.
- Configuing DMZ 1 / Heartbeat Connection... Dore
- Configuring DMZ 2 Connection... Done.

< Back I Mext » | Cancel I

(12) ThePSAM Monitoring Agent Service and Network adapter information will now be
configured acording to your selection€lick Nextto continue.
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“_ Appliance Configuration Yizard x|
o The Appliance Configuration Wizard
@nfr asoft 1. Finished

Thank pou far using the &ppliance Configuration Wizard.

Click Finish tor close the wizard, About...

cBach [TTRmeh ] | conel |

(13) Your Portcullis Systems appliancetwork adapters have now bemmfigured.Click
Finishto complete the setup

4 | Note

Should you wish to change th@ortcullis Systems applianceonfiguration
settings, theWinfrasoft Appliance Configuration Wizarcan be rerun ata
later time.

(14) On completion of th&Vinfrasoft Appliance Configuration Wizarthe Winfrasoft
Config Wizard for Websensgeéll automatically start.

Winfrasoft Config Wizard for Websense x|
Websense Subscription Key and Services —
‘You can enter your Websense Subscription key and change the service status. 1

‘Websense requires a Subscription Key before it can be used, you must enter the Subscription
Key to continue.
‘You can also enable the Websense services for automatic startup.

‘Websense Subscription Key:

< Back Hest> Cancel |

(15) Enter your Websense Subscription Key reedifrom Websenséf. you do not have a
full key at this stage you can register for a trial keyatv.websense.como ensure
that Websense is started on completion, cligwble and start all required Websense
Service. Click Nextto continue.

A | warning

If this is NOT the first appliance in an array do NOT check theable and

start all required Websense ServiceBox at this stage otherwise you may not
be able to connect this appliance to a remote CSS instance. Thigard
should be run again after the appliance has been joined to a remote CSS
instance and at that stage the check box should be selected. This does not
apply to the first appliance housing the CSS instance.
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Winfrasoft Config Wizard for Websense B

‘Websense Subscription Key and Services
‘You can enter your Websense Subscription key and change the service status.

‘Websense requires a Subscription Key before it can be used, you must enter the Subscription

Key to continue.
‘You can also enable the Websense services for automatic startup.

O ——

ion Key: |

V¥ Enable and start all required Websense Services

x|

(2]

< Back I Next > l

Cancel I

(16) Choose an IP address for your Websense P8kyer. By default, this value is to

127.0.0.1. Using th8elect a new IP addredsop down list, select a new IP address
for your Policy Server. ClicNextto continue.

~ Winfrasoft Config Wizard for Websense

‘Websense Policy Server IP address binding
‘You can view the current configuration and select a new IP address if required.

The Websense Policy Server makes use of a primary IP Address to bind its services to. You
can change this setting by choosing a new IP address from the dropdown list.

Current IP Address setting:

192.168. 10 . 66

Select a new IP address:

192.168.10.66 ®

x|

[¢]

< Back I Nexst > I

Cancel I

(17) Choose an IP address for your Websense Block Page. By default, this value is empty
Using theSelect a new IP addredsop down list, select a new IP address for your
Websense Block Page servEhis is typically the IP address of your Internal network.

Click Nextto continue.

Winfrasoft Config Wizard for Websense

‘Websense Block Page IP address
‘You can view the current configuration and select a new IP address if required

‘Websense Block web pages are issued from a specific TCP/IP socket on this device. Select
an IP address from the dropdown list to use for the block page.

Current IP Address setting:

Select a new IP address:

192.168.10.66 v

[¢]

x|

< Back I Nexst > I

Cancel

(18) Choose a port number for your Websense Block PRge 1581 is the default and
typically does not need to be chang€tick Nextto continue.
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(19) Click Nextto continue.

(20) Websense Configuration changes will nowsbhgedtio Microsoft ISA Server. Click
OKto continue.

(21) Configuration changes will now tsavedo Websense and the Websense services will
stop andstart Click Nextto continue.



